
AIJREAS                     VOLUME 2, ISSUE 1 (2017, JAN)              (ISSN-2455-6300) ONLINE 

 

ANVESHANA’S INTERNATIONAL JOURNAL OF RESEARCH IN ENGINEERING AND APPLIED SCIENCES 

ANVESHANA’S INTERNATIONAL JOURNAL OF RESEARCH IN ENGINEERING AND APPLIED SCIENCES 

 EMAIL ID: anveshanaindia@gmail.com, WEBSITE: www.anveshanaindia.com 
 316 

OVERVIEW OF IDS AND HOST-BASED INTUSION BASED 

DETECTION SYSTEM 

N. SUJATHA 

                     Research scholar, 

               Sunrise University, Alwar,  

                     Rajasthan, India 

Dr. VIBHAKAR PATHAK 

Professor, Sunrise University, 

Alwar, Rajasthan, India 

 

ABSTRACT 

Intrusion detection introduces to the method of 

controlling the issues occurring in a network 

system, monitoring them for signs of assurance 

problems. The universal meaning of intrusion 

apprehension suggests the similar monitoring 

practices in other areas, including criminal signals 

and video-monitoring systems found in banks and 

other distinguished stores. Even the information 

systems in civil defense and military fall into this 

working category. Although the strategies operated 

are different in the various monitoring systems, yet 

the basic idea remains the same. But in this 

context, intrusion detection is defined as a process 

of detecting and responding to the malicious 

activity focused on computing and networking 

resources. Intrusion detection means treated by the 

method of observing the events occurring in a 

computer system or network and analyzing the 

violations or imminent threats of security policies 

or standard security practices violation. These 

violations may happen performed by malware such 

as worms, spyware, virus, unauthorized access to 

the systems by some attacker, and authorized users 

misusing their privileges or flaws resulting in 

granting the attacker elevated access to the 

network. 

Keywords:  IDS, HIDS, NIDS, DOS. 

INTRODUCTION 

In contempt of the enormous mass of 

information technology, safety has waited 

for one challenging area for computer and 

networks. The representations of hacking 

and intrusion occurrences are growing year 

on year as technology goes out. Safety 

threat appears not only from apparent 

intruders but also from internal users in the 

form of misuse. A firewall just blocks 

availabilities into our network/system, but 

cannot distinguish between general or 

critical activity. Therefore, if there is a 

need to allow an opening to a system (like 

a web-server), then a firewall which is 

fixed-rule based cannot protect against 

intrusion attempts upon this opening. In 

contrast, Intrusion Detection Systems 

(IDS) can control for hostile activity on 

these openings. With the Internet playing a 

vital role in continuous communication, its 

effectiveness can decrease owing to effects 

called intrusions. Intrusion is an activity 

that adversely affects the targeted system. 

An attack may hazard the integrity, 

confidentiality and availability of support 

of the attacked system. The security of a 

computer system is agreed when an 

intrusion takes place. Interventions can 

denote jumbled into host intrusions and 

network intrusions. Host intrusions are 

unlawful attempts to access, manipulate, 

modify, or destroy information, or to 

render a system unreliable or unusable. 

These include manipulation of system 

calls, modification of file systems, 

privilege escalation, unapproved logins 

and access to sensitive files and malware 

(viruses, trojan horses and worms) which 

change the state of the system. Network 

intrusions are the intrusions that last 

caused due to incoming packets in the 

network which perform malicious 

activities such as Denial of Service (DoS) 

attacks, or even attempt to crack into 

computers. A DoS attack is an attempt to 

make a computer resource unavailable to 

its intended users. Some of the attacks are 
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Land and Ping Of Death (POD), Flood 

attacks, etc. The signs of intrusions 

involve unexpected results while achieving 

various user commands, slow system 

performance, stunning system 

circumstances, modification of kernel data 

structures, unusually slow network 

enforcement. 

Types of IDS 

IDS can be categorized into various types, 

on the basis of different monitoring and 

analysis approaches. IDS can monitor 

events at three levels: 

 Network 

 Host 

 Application 

IDS can analyze these events using, 

 Signature Detection 

 Anomaly Detection 

 

 

Host-based IDS 

Host-based Intrusion Detection System 

(HIDS) refers to the class of IDS that 

resides on a host machine and monitors it. 

The analysis of activities on the host is 

done at very fine granularity to determine 

precisely which processes and users are 

performing malicious activities on the 

operating system. 

 

The system characteristics that can be used 

by HIDS for collection of data are: 

 

File System 

The activities conducted on the host can be 

indicated by the changes done to a host‟s 

file system. The irregular patterns of file 

system access and changes to sensitive 

portions of file system provide the clues in 

discovery of attacks. 

 

Network Events 

To view the data exactly as it will be 

perceived by the end process, IDS can 

intercept all the network communications 

after being processed by the network stack 

before passing on to the user-level 

processes. However, this is useless in 

detecting attacks that are launched by a 

user with terminal access or attacks on the 

network stack itself. 

 

System Calls 

An IDS is positioned in such a way so as 

to observe all the system calls, which will 

provide very rich data indicating the 

behavior of the program. 

 

Network-based IDS 

Network-based IDS (NIDS), presently the 

most common commercial product 

offering, detect attacks by capturing and 

analyzing the packets that navigate in a 

given network link. NIDS consists of a set 

of single purpose hosts that sniff the 

network traffic and report the attacks to a 

single management console. NIDS is 

secured against attack as no other 

applications run on hosts are used by it. 

These NIDSs have “stealth” modes which 

make it almost impossible for an attacker 

to detect their presence. NIDS monitors 

the characteristics of network data and 

performs the intrusion detection. Most 

NIDS operate by examining the IP and 

transport layer headers of discrete packets, 

the contents of packets, or some other 

combination. 

 

Application-based IDS 

Application-based IDS monitor the events 

transpiring within an application. This IDS 

detects attacks by analyzing the 

application‟s log files. Application-based 

IDSs are likely to have a fine-grained view 

of suspicious activity in the application by 

interfacing with an application directly and 

having significant application knowledge. 

 

Signature-based IDS 

Signature-based IDS centers around the 

usage of expert system to identify the 

intrusions based on a predetermined 

knowledge base. It can be used to detect 

each known attack if properly 

programmed. This technique is an 

effective method used in commercial 

products for detecting attacks. 
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Anomaly-based IDS 

Anomaly-based IDS finds an attack by 

identifying the anomalous (i.e. unusual) 

behavior on a host or a network. The 

functionality of anomaly based IDS is 

based on the logic that some attackers 

behave differently than normal users and 

hence the attacks can be easily detected by 

the systems that identify these differences. 

These systems may generate an 

overwhelming number of false alarms 

since the variation of normal user and 

network behavior can vary haphazardly. 

Anomaly-based IDS can be used to detect 

the never-before-seen attacks. 

 

HOST-BASED INTRUSION 

DETECTION SYSTEM 

In the present state of affairs, with the 

Brobdingnagian quantity of knowledge 

omitted the networks, tools like intrusion 

sighting systems square measure essential 

to detect security breaches. IDS became a 

significant security part for all networked 

environments. There square measure 

completely different approaches to 

intrusion detection and every paradigm has 

its benefits and downsides. IDS act often 

required at the network-based or the host-

based. The early works on individual 

network packets to sight intrusions 

whereas the latter examines the activity of 

different hosts or computers. Whereas vital 

analysis work has been exhausted the 

sphere of NIDS, HIDSs haven't received a 

lot of attention. Most commercially on the 

market IDSs square measure “misuse 

sighting system” which might detect solely 

noted attacks. Human specialists develop 

information of attack signatures and also 

the events square measure compared to the 

entries during this information. If there's a 

match, the system generates an associated 

alert. Albeit such a system doesn't generate 

false positives, it cannot establish new and 

novel attacks. Defeats the aim of a 

“complete intrusion detection system” that 

contains a high detection rate and meager 

“false positive rate”. And, there's a 

necessity to perpetually update the 

information with the new attack 

signatures. 

 

These drawbacks junction rectifier to 

active analysis in “intrusion detection 

techniques victimization data-mining”. 

The different class particularly “anomaly-

based systems” uses unattended learning. 

The fact that it uses untagged information 

helps the IDS in police investigation new 

attacks. Simulations will solely obtain 

labeled information (data that has already 

happened as an associate intrusion or 

traditional event). Whereas, untagged 

information is offered in the period and 

doesn't need pre-processing. Most host-

based intrusion detection systems use call 

tracking and thence square measure fitted 

to UNIX/LINUX OS solely. Here, a 

unique behaviour-based framework means 

presented that is platform freelance. The 

projected IDS use unattended learning that 

allows it to sight new attacks. An 

information-mining technique known as 

Kyrgyzstani monetary unit (a class of 

neural networks) is employed to method 

host-behaviour data and detects intrusions. 

 

Algorithm for Anomaly Detection using 

Outlier Clustering 

Input: Data Set „KD‟. 

Output: Cluster Set „KS‟. 

Algorithm: 

1. Initialize the cluster set KS. 

2. Extract the unlabelled data di from set 

KD. 

3. If set S is null then 

a. Create a new cluster cd with d as 

centroid. 

b. Assign KD - {kdi} toK D. 

c. Go to step 2. 

4. Else 

a. Find the closest cluster KC in KS. 

5. If the distance between C and d is less 

than w then 

a. Insert kd into cluster KC and adjust 

centroid by assigning KD - {di} toK D. 

6. If set KD is empty. 

a. Find outliers and report anomalies. 

7. Else 

a. Extract the next di from set KD 
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CONCLUSION  

In this paper discussed about intrusion 

detection and its different types like host 

based, network based and application 

based, so finally detailed explanation 

given to host based intrusion detection 

system, signature based and outline based 

IDS also discussed, to detect IDS using 

anomaly based outliner algorithm 

implanted for this KD data set  and cluster 

set KS  as input dataset. And in next paper 

I will explain application based IDS with 

machine learning algorithm. 

 

REFERENCE  

 
1. Y-C. Hu, A. Perrig, and D.B. Johnson. 

March-April 2003. Packet leashes:a 

defense against wormhole attacks in 

wireless networks. In Proc. IEEE 

INFOCOM 2003, volume 3, pages 1976-

1986.  

2. Y. Liu, Y. Li, and H. Man. September 

2005: A distributed cross-layer intrusion 

detection system for ad hoc networks. In 

Proc. IEEE the First International 

Conference on Security and Privacy 

forEmerging Areas in Communication 

Networks 2005, pages 418-420.  

3. G. Liu, Z. Yi, and S. Yang, 2007."A 

hierarchical intrusion detection model 

based on the PCA neural networks," 

Neurocomputing, vol. 70, pp. 1561-1568.  

4. Zhihua Zhou Shifu Chen Zhaoqian Chen 

FANNC, 2000, A Fast Adaptive Neural 

Network Classifier, , State Key Laboratory 

for Novel Software Technology, Nanjing 

University, Nanjing 210093, P.R.China. 

Knowledge and Information Systems, 

vol.2, no.1, pp.115-129.  

5. Harold S. Javitz and Alfonso Valdes, IEEE 

1991-“SRI IDES Statistical Anomaly 

Detector ," SRI International Menlo Park, 

CA 94025 , CH2986- 8/91/0000/0316. 

6. Paulauskas, E. Garsva, Vilnius 

Gedimina,2000 “Computer System Attack 

Classification” N.S Technical University, 

Department of Computer Engineering. 

7. Lippmann, R.P.; Fried, D.J.; Graf, I.1998. 

Haines, Kendall, Evaluating intrusion 

detection systems: the DARPA off-line 

intrusion detection evaluation, K.R, 

DARPA Information Survivability 

Conference and Exposition. 

8.  Sean Convery -1997,The Network 

Authentication, Authorization, and 

Accounting (AAA),concepts elements and 

approaches.  

9. Dorothy E. Denning.An intrusion-

detection model. IEEE Transactions on 

Soft-ware Engineering , SE-13:222ñ232, 

1998  

10. Wenke Lee, Salvatore J. Stolfo ,1998, 

Data Mining Approaches for Intrusion 

Detection, Computer Science Department 

, Columbia University . 

 

 
 

 Mrs.N.Sujatha is Research scholar in Sunrise 

University and presently working as Associate 

Professor & HOD, Department of computer 

science and engineering in Jagruti Institute of 

Engineering and Technology, Hyderabad, 

Telangana.  She has published several research 

papers in different Journals, and she attended 

conferences. And her interested areas are Data 

Mining, Cloud computing, Machine learning and 

Secure computing. 


