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ABSTRACT: A Unique Testing named
Metamorphic testing is a technique used to identify
the functional conformity of software in the deficit
of an ideal oracle. This paper enhances
metamorphic testing into a user friendly access to
software verification, validation, and quality
assessment, and conducts dominant pragmatic
studies with major web search engines: eg:
Google,. This search engine is very crucial for
testing and assess using traditional ways by which
it leads to the lack of an objective and generally
recognized oracle. The results are useful for both
search engine developers and users, and
authenticates that our approach can productively
amend the oracle problem and challenges
surrounding a lack of specifications when
verifying, validating, and evaluating substantial
and complicated software systems.

Index Terms—Software quality, verification,
validation, quality assessment, oracle problem,
lack of system specification, metamorphic testing,
user-oriented testing, search engine

INTRODUCTION

THE goal of software engineering
practices is to develop high quality
software. It is therefore crucial to
develop evaluation methods for various
types of software qualities [1]. Testing
is a widely wused approach for
evaluating  soft- ware qualities and
helping developers to find and remove
software faults. The majority of software
testing techniques assume the
availability of an oracle, a mechanism
against which testers can verify the
correctness of the outcomes of test case
executions [2]. In some  situations,
however, an oracle is not available or is
available but is too expensive to be
used—a situation known as the oracle
problem, a fundamental challenge for
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software testing.

A metamorphic testing (MT) method has been
developed to alleviate the oracle problem [3],
[4], [5]. Unlike conventional testing methods,
MT does not focus on the verification of each
individual output, but instead checks the
relationships among the inputs and outputs of
multiple executions of the program under test.
Such relationships are known as metamorphic
relations (MRs), and are necessary properties
of the intended program’s functionality: If
an MR violation is detected, then a fault is
said to be revealed. MT has been used to
check the functional correctness of var- ious
applications [6], [7], [8], [9], [10], [11], [12],
[13], [14] and has also been applied to
program proving and debugging [15], [16].
Its effectiveness has also been carefully
studied [17], [18].

The present research extends metamorphic
testing into a quantifiable approach for
software quality assessment, which includes,
but is not limited to, the verification and
validation of software correctness. We applied
our approach to alleviate the oracle problem
for the testing and quality assessment of
(web) search engines. Search engines are
software systems designed to search for
information on the World Wide web, and are
the main interface through which people
discover information on the Internet; web
searching is one of the most popular
functionalities of the Internet, second only to
email [19]. As more and more services and
data are being made available on the
Internet, search engines are becoming
increasingly important. In today’s highly
competitive search market, it is imperative
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that search engines provide the
desired result accordingto the queries
entered. It is, however, extremely

difficult to assess some key qualities of
these search engines. T he empirical
study results. Section 6 further discusses
sev- eral important software engineering
issues and puts this work in context by
examining some fundamental software
quality models used in quality control.
Section 7 summarizes the paper and
provides future research directions.

1  PRELIMINARIES

In this section, the background
information and basic concepts of our
approach are introduced and explained.
A summary of the contributions of this
research is also presented.

1.1 Search Engine Software
Characteristics and User Validation
Difficulties

Software testing can be performed for
different purposes, with verification and
validation being the core tasks. Fig. 1
sketches typical verification and
validation activities in conventional
software development projects [21]. The
white arrows represent verification
activities, which check the consistency
between two descriptions (that is, the
consistency of an implementation with
its specification). The shaded arrows (a,
b, ¢, d, e, and f) represent validation
activities, where the software systems,
designs, and specifications are tested or
reviewed by actual users to assess the
degree to which they meet the users’
real needs. Pezze and Young [21]
further pointed out that validation
activities refer primarily to the overall
system specification and the final
code.

Software validation for search engines is
much harder than the conventional
validation activities depicted in Fig.
1. This is because the vast majority of
search engine users do not have access
to the intermediate products. For
search engines, therefore, software

validation is limited to activity a only, where
the users can only use an online search
service with- out knowledge about its design.
For users, search engines are representative
of a large body of software products that come
without specifications (or with incomplete
specifications) [22]. The lack of knowledge
about the software design and specifications
details, coupled with the oracle problem
discussed in Section 1, makes user validation
extremely difficult, if not impossible: It is hard
for the users to decide if, and to what degree,
the search engines are appropriate for their
specific information needs.

Search engine developers usually do not
publicize detailed specifications of their
systems for two main reasons: First, the
design and algorithms are commercial
secrets and, therefore, should not be released
to the general public; and second, because of
the complexity of the software systems.
Owing to the unprecedented scale of the
web, the unique characteristics of the web

documents and web users, as well as the
realtime requirements, the design of the
software systems (and subsystems and

modules) of search engines entails many
practical considerations and tradeoffs, such as
between quality and speed; quality and
guantity; response time and storage; and
precision and flexibility. The developer has to
consider these things when designing software
systems and modules, and often has to choose
an algorithm/design ~ from multiple
candidates, each of which has its advantages
and limitations. The developer’s choice
might be validated at the individual module’s
level, but when the modules are integrated to
form systems, the interplay of the different
factors involved in the considerations and
tradeoffs can become so complex that it can be
impossible for the developer to clearly explain
to the end users. In fact, through our
interactions with colleagues in industry, we
found that it can often be hard even for the
developers themselves to explain or to verify
certain search engine behavior.

Without access to a system specification,
the online help pages (referred to as online
specifications hereafter) are the only type of
specification available to the users. However,
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these are usually very brief, and only
explain how to use the basic search
operators, without actually revealing any
technical design detail of the software
systems. They are in no way equivalent
to the “system specification” shown in
Fig. 1, defined as “an adequate guide
to building a product that will fulfill its
goals” [21]. For instance, Bing online
specification  states  “We  design
algorithms to provide the most relevant
and useful results”— how the relevance
or usefulness is determined is not
specified. This lack of technical detail
makes it difficult for users to validate
the search engine for their specific
needs as different users can have very
different criteria of relevance and
usefulness of results.

1.2 Our Approach: User-Oriented
Testing
In this paper, we present a testing

approach that alleviates the difficulties
in search engine  verification,
validation, and quality assessment. Our
approach is based on the following
observation: A search is always
performed in the context of a particular
scenario, and involves certain specific
functions, which are only a very small
set of all functions offered by the search
engine. Therefore, the user does not
need to understand the system in its
entirety in order to validate the search
engine; instead, he/she only needs a
testing technique that tells him/her
whether or not the few functions directly
involved in the search can deliver what
he/she wants. When the test fails, it can
either  indicate a fault in the
implemented software system or a
deficiency in the algorithm(s) chosen by
the search engine developer for
validation purposes, the user does not
need to distinguish between these two
cases.

Based on the above observation, we
propose a user oriented testing approach
using the concept of MT. Our approach
demonstrates the feasibility of MT being

a unified framework for software verification,
validation, and quality assessment. It is user-
oriented because we propose to make use of
MRs defined from the wusers’ perspective:
The users can define MRs as necessary
properties of what they would expect a “good”
search engine to have, to meet their specific
needs, irrespective of how the search engine
was designed. In other words, the MRs can be
designed based on the users’ expectations to
reflect what they really care about, not based
on the algorithms/designs chosen by the
developer (which are unknown to the users
anyway)—note that this view is different from
that of conventional MT, where MRs are
identified based on the target algorithm to be
implemented [3], [4], [5]. From this
perspective, our approach performs software
validation.

In addition to validation, our approach can
also be used to do verification—because the
MRs can be designed not only based on the
user’s expectation, but also based on the
online specification shown to the user (the
search engine’s online help pages). Testing
the search engine against suchan MR is
therefore a check of consistency between
the online specification and the
implementation and, hence, is verification.
Our approach can also be used for software
quality assessment beyond verification and
validation. This is because the software
qualities that we consider include, but are not
limited to, functional correctness.

Our user-oriented testing approach, however,
is different from previous work on end user
software engineering [23], [24], where the
user, tester, and developer are the same per-
son (known as the ‘“end-user programmer”),
such as a secretary or a scientist writing some
programs to support their own work. In this
situation, the user knows the details of the
algorithms or formulas to be implemented
and, hence, can identify MRs based on these
algorithms or formulas to verify the
implementation. The user also has access to
the implemented source code. In the context of
the present research, however, the user has no
knowledge about the
designs/algorithms/formulas of the software at
all, and the software is treated as a sheer
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blackbox.

1.3 Metamorphic Testing (MT)

MT [4], [5], [18], [25] alleviates the oracle
problem by testing against MRs, which are
necessary properties of the software under
test (SUT). MRs differ from other types of
correctness properties in that an MR is a
relationship among multiple executions of
the target program. As a result, even if
no oracle is available to verify each
individual output, we can still check the
multiple outputs of the SUT against the
given MR. If the MR is violated for certain
test cases, a failure is revealed. Consider,
for instance, a program poG; a; bbp pur-
portedly calculating the length of the
shortest path between nodes a and b in an
undirected graph G. When G is nontriv-
ial, the program is difficult to test because
no oracle can be practically applied.
Nevertheless, we can perform MT. Let
0G1; al; bib and 8G2; a2; b2b be two
inputs, where G2 is a permutation of G1
(that is, G2 and G1 are isomorphic),
and (a2, b2) in G2 correspond to (a1, b1)
in G1. Then an MR can be identified as
follows: pdG1; a1; bl b¥ pdG2; a2; b2b.
A metamorphic test using this MR will run
p twice, namely, a source execution on the
source test case 0G1; al; bip and a
follow-up execution on the follow-up test
case 8G2; a2; b2b. Many other MRs can
also be identified, such as pdG; a; bb¥%
pdG; b; ab, and so on [26].

MT was originally proposed as a
verification technique, where an MR is a
necessary property of the algorithm to be
implemented. Therefore, a violation of
the MR reveals a fault in the
implementation. When studying MT
for machine learning software, Xie et al.
[8] coincidentally discovered that an MR
can be a necessary property of the target
software rather than the selected
algorithm in this case, even if the
selected algorithm has been correctly
implemented, the MR can still be
violated if the algorithm has some
deficiency and cannot meet the user’s

expectation for the target software. In this
situation, MT is wused for validation.
Nevertheless, the study  conducted by
Xieetal. was small scale, and at the algorithm
selection level (checking whether the adopted
algorithm was appropriate or not). In our
research, we used MT for software validation
at the top level (the system/service level) and
conducted very large scale empirical studies.
Further, we extended MT into a quality
assessment method.

Using MT to test search engines was first
proposed by Zhou et al. [27], [28], where
some logical consistency relationships among
multiple responses of the search engines
were employed. For instance, such a
relationship, an MR, is that the number of web
pages satisfying c1 should be less than or
equal to the number of web pages satisfying c1
or c2, where c1 and c2 are two search criteria.

Zhou et al. con- ducted pilot studies to test
the functional correctness of key- word-based
search of Google, Yahoo! and Live Search
[27], [28]. Imielinski and Signorini [29]
essentially also used the logical consistency
relationships to test “how semantic” a search
engine is. They employed a (metamorphic)
relation that a “truly semantic search
engine” should return the same results for
two semantically equivalent queries. For
instance, the queries “biography of George
Bush” and “find me bio of George Bush”
should return the same results when
submitted to a semantic search engine. It is
to be noted that Zhou et al. [27], [28] only
considered keyword- based search with a
focus on the functional correctness, whereas
Imielinski and Signorini [29] only considered
semantic search with a focus on how the
search engines could imitate the behavior of a
human operator.

More recently, MT techniques have also been
implicitly used to detect search engine
censorship [30], [31], [32]. In these studies,
the tester first identified some query terms
politically  sensitive to the  Chinese
government. These query terms were then sent
to the search engine wunder test multi- ple
times using different languages, such as
English, complex Chinese, and simplified
Chinese characters. The search results for the

Anveshana’s International Journal of Research in Engineering and Applied Sciences
EMAILID:anveshanaindia@gmail.com,WEBSITE:www.anveshanaindia.com
9



AIJREAS

VOLUME 6, ISSUE 4 (2021, APR)

(1SSN-2455-6300)ONLINE

Anveshana’s International Journal of Research in Engineering and Applied Sciences

different languages were then compared.
The US based search engine
www.bing.com was found to return very
different results when the queries were
in simplified Chinese characters. For
instance, it was reported that “If you
search a term on Bing that is politically
sensitive in China, in English the results
are legitimate. Conduct the search in
complex Chinese characters (the kind
used in Tai- wan and Hong Kong) and
on the whole you still get authentic
results. But conduct the search with the
simplified characters used in mainland
China, then you get sanitized pro-
Communist results. . this is true
wherever in the world the search is
conducted—including in my office in
New York” [30]. Discussion of the
validity of these studies is beyond the
scope of this paper, but it is worth noting
that Microsoft has acknowledged the
presence of “error” and “bug” in Bing
that caused some of these problems [30],
[31], [32], [33]. The above testing
method is essentially MT where the
source test case is a query that
contains a politically sensitive word or
phrase in English (such as “Dalai
Lama”), and the follow-up test case is
another query having the same meaning
but typed in Chinese characters. The
search engine’s responses for the source
and follow-up test cases are then
compared against predefined logical
consistency relationships.

2 A DESCRIPTION OF THE
IDENTIFIED MRS

To apply MT to the automatic quality
assessment of search engines, without
the need for an oracle or human
assessor, two groups of MRs were used:
The “No Missing web Page” group
assesses the search engines’ capability in
retrieving appropriate web pages to meet
the users’ needs; and the “Consistent
Ranking” group assesses the ranking
quality of the search results. This section
provides a brief description of these
MRs. Their validity and the
experimental design will be discussed in

Section 4.

2.1  Metamorphic Relation: MPSite

MPSite belongs to the “No Missing web
Page” group of MRs, which assess the search
engine’s web page retrieval capability. MPSite
is focused on the search engine’s reliability
when retrieving web pages that contain an
exact word or phrase. It therefore assesses
the keyword-based search feature. MPSite is
described as follows:

Let A be a source query for which the search
engine returns a non-empty list of results (called
the source response), hamely, dp1; p2; ...; pn
P, where 0 < n and pi is a web page from
domain di, 1 <i < n. To enhance accuracy and
validity of our approach, in MPSite we only
consider situations where 0 < n < 20 so that we
can avoid the inaccuracy associated with large
result sets (such as a large list being
truncated by the search engine to improve
response time).

For the source response dpl1; p2; ...;
pnP, n follow- up queries are constructed as
follows: The ith follow-up query Bi (1 <i<n)
is constructed in such a way that Bij is identi-
cal to A except that Bj includes an additional
criterion which requires that all results be
retrieved from domain di. Let FRi (a follow-up
response) be the list of web pages returned by
the search engine for query Bi. The
metamorphic relation MPSite requires that pi 2
FRi (note that there is no requirement on the
ranking of pi in FRi). For example, let us test
Google by issuing the following source query:
“side effect of antibiotics iIn
babies™

where the quotation marks are part of the
query. Google returned a total of seven web
pages.

This webpage is from the uk domain. The
metamorphic relation MPSite enables the
construction of the following fol- low-up
query: [“side effect of antibiotics in
babies” site:uk],2 where “site:” is a
Google search operator that specifies
domains(see Fig.2(lower)).Obviously, the
previously returned top result meets this
search criterion, is indexed in Google data-
base, and therefore should still be returned
by Google for this follow-up query. In this
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example, Google returned a total of
seven web pages for the source query.
Therefore, seven follow-up queries
are constructed by referring to
MPSite.>

Using MPSite, even if the assessor is
unable to verify or evaluate each
individual response, he/she can still
3 MR VALIDITY
EXPERIMENT DESIGN

This section discusses the validity of the
MRs identified in Section 3. For each
MR, we also identify some basic usage
patterns and evaluation metrics, and
explain the design of the experiments,
which are summarized in Table 1 and
will be explained in the following.

3.1 MPSite

We next discuss the validity of MPSite,
and then design the experiments.

earch (using double quotation marks) to
avoid ambiguity; and (iii) avoid large
result lists—in our experiments, the
source response never contains more
than 20 results. In situations where the
initial attempt returns more than 20
results, additional words are generated
and appended into the double quotation
marks of the query until the number of
returned web pages is less than or equal
to 20. For example, consider a query
term “tempted,” for which Google
returned 57,000,000 results. This result
count is too large and, therefore, an
additional word peaceably was selected
to change the query term from
“tempted” into “tempted peaceably.” As
shown in Fig. 3a, Google returned
“About eight results” for “tempted
peaceably.” Since 8 < 20, the query term
“tempted peaceably” serves as a valid
source query, and the initially attempted
query term (for which the result count
was 57,000,000) is dis- carded. In
situations where the search returned zero
results, the query was discarded, and a
new query generated. Thus, we avoid
the inaccuracy and other problems
associated with large result sets.

1) In this research, all queries were
constructed using correct syntax as per

AND

the online specifications of the search engines
under test (for instance, see Fig. 2).

2) Because search engines may truncate
queries which are too long, or contain too

many words, in all our experiments, we
ensured that the query length was well
within limits.

3) Because search engines filter results,

which  may cause inaccuracies and
inconsistency, we disabled all filters in our
experiments. Furthermore, all cookies, history,
cache, active logins, and so on, were also
cleared, to avoid personalized results.
Advertisements  were not counted either.
Search engines  some- times display a
message such as: “In order to show you the
most relevant results, we have omitted some
entries very similar to the xxx already
displayed. If you like, you can repeat the
search with the omitted results included.”
Whenever this happened during the
experiments, the option “repeat the search
with the omitted results included” was
always selected, which effectively disabled a
filter.

Fig. 3 shows an example of Google search
failure detected by our automated testing tool
using MPSite. Thesource query is [“tempted
peaceably”] (Fig. 3a). According to Google
online specification (Fig. 2), quota- tion
marks are used to search for an exact phrase.
This “is helpful when searching for song lyrics

or a line from a book.” Google returned
eight  results, the top one from
books.google.com.au (see Fig. 3a). Using
MPSite, our test- ing tool immediately

constructed a follow-up query [“tempted
peaceably” site:au] and sent it to Google
again. According to MPSite, the web page
(books.google. com.au/...) must still be
retrieved. However, this time Google
reported “No results found” (see Fig. 3b.
Note that the message “About 44,000
results” is not relevant as it is for a
suggested search without quotes.) The
source and follow-up queries were issued
consecutively within a very short period of
time from the same PC (this practice applied
to all experiments reported in this paper).

4 RESULTS OF EXPERIMENTS
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This section will present the empirical
study results for each MR identified in
Section 3. Both statistical and practical
significance of the results will be
analyzed.

4.1 Experiments with MPSite

We first identify the independent and
dependent variables of the experiments,
and then perform visual and statistical
analyses of the results.
5.1.1 Independent and
Variables

The independent variables of the
experiments with MPSite include (1)
usage pattern (“English queries” or
“Chinese queries”) and (2) search engine
(“Google,” “Bing,” “Chinese Bing,” or
“Baidu”). Therefore, there are a total of
2 x 4 ¥, 8 combinations (scenarios) of
independent  variable  values. The
dependent variables are the ROCOF
scores collected hourly for each of the
eight scenarios throughout 379 hours of
experiments. All eight scenarios were
tested in the same hours (that is, at the
same time).

For Google, about 1,000 pairs of source
and follow-up responses were checked
per hour for each language, and hence a
total of approximately 379,000 different
pairs were checked across the 379 hours
for each Google usage pattern. For the
other six scenarios (that is, Bing English,
Bing Chi- nese, Chinese Bing English,
Chinese Bing Chinese, Baidu English,
and Baidu Chinese), in each scenario
about 3,000 pairs of source and follow-
up responses were checked per hour
and, hence, approximately 3;000 x 379
Y, 1;137;000 different pairs were
checked across the 379 hours. (Google’s
test amount was lower because, during
the experimental period, Google
processed fewer queries per hour than
did the other engines.) As a result, the
empirical study with MPSite checked a
total of approximately 379;000 x 2 p
1;137;000 x 6 Y. 7;580;000 pairs of
source and follow-up responses.
5.1.2  Comparison of
ROCOFScores

Dependent

MPSite

Fig. 9a shows the box plots of the distributions
of the MPSite hourly ROCOF scores (the y-
axis) for the eight scenarios (the x-axis), where
“CBing” is short for Chinese Bing. A box plot
shows the median, interquartile range, outliers
and extreme values of the dataset. The top and
bottom bars represent the maximum and
minimum values, respectively (excluding
outliers). The top and bot- tom of the box
denote the third quartile (25 percent of
data are greater than this value) and the
first  quartile (75 percent of data are greater
than this value), respectively. The horizontal
line inside the box represents the

MPSite hourly ROCOF
I —

o[}
-
S I e’ .
g
e
- — T
o

(a) MDPsite hourly ROCOF.

(b) MPTitle hourly ROCOA.

Fig. 9. Distributions of MPSite and MPTitle
results.

Median. Circles and asterisks represent
outliers.  Using the software package SPSS,
outliers are identified as cases that are more
than 1:5 x d below the lower or above the
upper hinge of the box, where d is the box
length.

As explained in Section 3.1, MPSite is
focused on the search engines’ reliability for
retrieving web pages containing an exact
word or phrase. Lower ROCOF  values
indicate higher reliability of the search service.
A visual analysis of Fig. 9a shows that all
hourly ROCOF scores of all scenarios are
above 0. This means that none of the
search engines was perfect: Each search
engine under each usage pattern produced
failures in each and every hour. An
interesting observation is that different search
engines had very different performance.
Relatively speaking, the most reliable service
was Google’s English search, whereas the
least reliable service was Baidu’s English
search, whose hourly ROCOF reached as high
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as around 0.25 in the worst case. Baidu’s
Chinese search, however, strongly
outperformed its English  search,
whereas Google’s and Bing’s English
search outperformed their corresponding
Chinese search. These findings seem to
agree with the fact that Baidu is a
China-based search engine (and hence
better designed for, or more trained in,
Chinese queries than English queries),
whereas Google and Bing are US-based
engines with more English queries.

A one-way ANOVA (analysis of
variance) confirmed that there is a
statistically significant’ and practically
significant difference among the means
of the eight scenarios (p < 0:0005, h? ¥4
0:658). Partialeta squared (h%) is a
measure of the effect size in ANOVA
[39]. There are several effect size
measures/estimates in ANOVA, such as
omega squared, epsilon squared, and eta
squared. But they tend to differ only
slightly, especially with large samples as
in the present study [40]. In one-way
ANOVA, the values of partial eta
squared and eta squared are the same,
for which small, medium and large
effects are generally considered to be
0.01, 0.06, and 0.14, respectively [39].
We further  performed post hoc
multiple comparisons to compare the
means. Because equal population
variances are not assumed, we used the
Games-Howell  procedure for the
multiple comparisons as this procedure
generally offers the best performance
in this situation [41]. Games-Howell is
also accurate when sample sizes are
unequal [41]

Statistical analysis results are consistent
with t  analysis: A one-way ANOVA
shows that there is a statistics been
found that, in most situations, the
query language had a statistically
significant impact on the search engines’
performance and that the performance
of different search engines for the same
language was also different with a
statistical significance.

In the multiple comparisons, we also

measured the practical significance (effect
size) using Cohen’s d [39]: d is the absolute
value of the difference of the two means
divided by the square root of the mean of the
two variances. While h? estimates the effect
size in one-way ANOVA, Cohen’s d estimates
the effect size when comparing two means.
Cohen suggested the following benchmarks to
interpret d: medium effect size (d % 0:5) is
“an effect of a size likely to be appar- ent to
the naked eye of a careful observer,” small
effect size(d % 0:2) is noticeably “smaller yet
not trivial,” and large effect size (d ¥4 0:8) is
“the same distance above medium as small is
below it” [42]. Therefore, we considered a d
valué of P

0.20 or above to be significant (nontrivial). In
our statistical analyses, all statistically
significant differences are also found to be
practically significant, and most of the d
values are large (above 0.8).

5.2 Experiments with MP Title

The experimental procedure of MPTitle is
very similar to that of MPSite, and the two
sets of experiments were also conducted
during the same period of time, except that
MP Title experiments had 380 (not 379) hours
of observations. Similar to MPSite, about
1,000 pairs of source and fol- low-up
responses were checked per hour for
Google English and Google Chinese, and
about 3,000 pairs were checked per hour for
the other six scenarios.

Fig. 9b shows the box plots of the distributions
of hourly ROCOA scores for all eight
scenarios. A visual analysis shows that none
of the search engines was perfect as their
hourly ROCOA scores are all above 0: They
all produced failures or anomalies in each
and every hour. The query language has a
strong impact on the performance: Google
English and Bing English continued to
outperform Google Chinese and Bing Chinese,
respectively. CBing English also outperformed
CBing Chinese, indicating that CBing did not
favor Chinese search even though it was
designed for Chinese users. On the other
hand, Baidu Chinese continued to of
returning similar results for similar queries.
5.3.1 Independent and Dependent VVariables

The independent variables include (1) usage
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pattern, which is  “people,”
“companies,” or “drugs,” and (2) search
engine, which is “Google,” “Bing,”
“Chinese Bing,” or “Baidu.” Therefore,
there are 3 x 4 ¥, 12 scenarios. The
dependent variables are the average
Jaccard coefficients calculated hourly
for each of the 12 scenarios. More
details of the experiments are given in
Table 2. Because of resource limitations,
there are some differences in the number
of hours and number of test case pairs
between different search engines, as
shown in Table 2. Nevertheless, for the
same search engine, the three sets of
experiments for the three usage pat-
terns were conducted at exactly the
same hours.

5.3.2 Comparison  of
JDJaccardCoefficients
Fig. 10 shows the box plots of the
distributions of the MPReverseJD hourly
mean Jaccard coefficients for all 12
scenarios. A higher coefficient implies
better stability in web page retrieval.
A visual analysis of Fig. 10 shows
that all hourly scores of all search
engines are below 1. This means that
none of the search engines was perfect
in any hour. Among all four engines,
Google was the most stable whereas
Baidu was the least stable. The usage
pat- tern (word category) appears to
have an impact on the search engines’
performance.

A one-way ANOVA confirmed that
there is a statistically and practically
significant  difference  among the
means of the 12 scenarios (p < 0:0005,
h® ¥ 0:759). Post hoc multiple
comparisons and effect size analysis
show that the usage pattern (that is, the
type of the query words) had a
statistically and practically significant
impact on the web page retrieval
stability of all search engines.
Furthermore, there are statistically and
practically significant differences
among the search engines’ performance
under every usage pattern, where Google
and Baidu were found to be the most and

MPReverse

least stable search engines, respectively.

A further question is: What is the difference
among the three types of words that makes the
stability of their search results significantly
different? Every test case wused for
MPReverseJD consists of names. For a search
engine to process such a query, named entity
recognition techniques are probably used [43].
It was reported that the levels of difficulty in
recognizing these three types of named enti-
ties (people, companies, and drugs) are
different [44]. The frequencies of occurrence
of these three types of names in user
queries are very different, too [43], which
might have caused the search engines’
machine learning software to be trained
differently. Furthermore, company names nor-
mally have good commercial and advertising
values, and drugnames also have such values
to a certain degree. Per- sonal names are more
neutral. The above factors, when combined,
may have influenced the quality of search
for different types of names.

5  DISCUSSIONS

In this section, we discuss several important
software engineering issues, namely, MR
identification, test case selection, causes of
failures, software quality models, and
implications of the empirical study results.

5.1 Identification of Metamorphic
Relations

The identification of MRs requires
knowledge of the prob- lem domain, and is
therefore a manual process. Inthis study, we
manually identified five MRs by referringto
the online specifications of the  search
engines.  These five, MRs were selected
because they address two types of crucial
qualities (page retrieval and ranking) that are
difficult to assess using conventional
methods owing tothe oracle problem. It is
however not the intention of this study to
identify an exhaustive list of MRs; instead, we
studied the effectiveness of using MT as a
software quality assessment method with the
four search engines and five MRs. The
study shows that our method iseffective. By
referring to the online specifications, it
would not be difficult to iden- tify additional
MRs to cover other features and search
operators which are increasingly being
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supported by mod- ern search engines.
As a general rule, we should consider
two situations when attempting to
identify a comprehensive list of
MRs." In the first one, the follow-up
input is only related to the source input
without referring to the source output.

For instance, MPReverseJD and
SwapJD are both this kind of MR,
where the follow-up query is

constructed by reordering the source
query’s terms. In the other situation, the
follow- up input is related to both the
source input and the source output.
Examples of this type include MPSite,
MPTitle, and ToplAbsent, where the
follow-up query is constructed by not
only referring to the source query’s
terms but also refer- ring to the
domains or titles of the search results
included in the source response. The
above observation may provide hints for
the development of methods and tools
to assist software testers with the
identification of useful MRs.

5.2  Selection of Test Cases

The effectiveness of MT not only
depends on the MR but also on the
source test cases. Obviously, if a source
test case leads to an incorrect output
(though unrevealed because of the
oracle problem), it would be likelier to
trigger a violation of the MR.

MRs for software quality assessment, we
restricted our- selves to use randomly
sampled words as source test cases in
our experiments. This practice is also in
line with the reliability estimation
principle  that  requires  unbiased
samples for valid statistics [21].

A question then arises: To what degree
do the test results based on random
words reflect the search engines’ actual
performance for human-generated query
terms? To answer this question, we
need to consider both verification and
validation. For software verification
purposes, random testing is quite cost-
effective for fault detection when
compared with other techniques [46],

[47]. It is simple in concept and easy to
implement, and the random test cases can
often reveal unexpected failures. The large
number of failures and anomalies detected in
the present research  provide  further
evidence of the fault-detection capability of
random testing.

For the purpose of validation, random
sampling of test cases following a usage-
profile-based probability distribution is often
preferred [47]. There are, however, practical
reasons why we did not adopt this approach in
the present study. First of all, the usage
profiles (such as the user logs) of the search
engines under test were not available to us.
Second, even if we were able to collect such
a usage profile, given that we test four
different search engines together, it would
be unfair to test one search engine using
another search engine’s usage profile.
Needless to mention, for the same search
engine, its users also have different usage
pro- files. Third, user interests change quickly
over time; hence yesterday’s popular query
terms may no longer be popular today. Our
random sampling strategy, which does not
refer to the system logs, is a simple solution
to the above problems and provides a
common ground for fair comparison of
different systems.

A further question is:
generated query terms really
useful/meaningful from the users’
perspective? Or are they just meaningless
random strings? To answer this question, we
should first note that different users have
different information needs. Even a random
string that is useless/meaningless for the
majority of users can be very useful for a
searcher looking for a particular product
model number or zip code [28]. Indeed, it is
hard to say which queries are not important.
It is therefore reasonable for the users to
expect that the search engine works for all
queries regardless of whether they are
“popular” or not.

Furthermore, although this research adopted a
random sampling strategy for test case
generation, the query terms thus generated
are by no means meaningless random strings.
For MPSite and MPTitle, a source query is a

Are the randomly
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phrase enclosed by double quotation
marks—such a phrase is meaningful
because, first, it consists of valid English
or Chinese words and, second, the
design of the experiments guarantees
that the source response always contains
one or more results, which means that
the phrase is part of some web
documents and is hence meaningful.
According to Google specification
(Fig. 2), users are likely to issue this
type of query when searching for song
lyrics or a line from a book/article. The
follow-up query of MPTitle further
includes the page title generated by the
search engine, such as [Indianapolis
Correspondence  Google News] as
shown in Section 3.2.2, which is
meaningful and  mimics  human-
generated input.

For MPReverseJD, three types of names
(that is, named entities) were used as test
cases, which are meaningful, too.
According to an analysis conducted by
Guo et al. [48], about 71 percent of real-
world queries contained named entities.
People search and company search are
common types of searches; drug search
is a specific type of search that may be
issued by patients and medical
personnel.

For SwapJD, the following three word
lists were used to generate test cases:
Swhere, Swhen, and Swhat. These three

lists were selected to ensure that (1) any
pairwise combination is meaningful and
falls within the common types of
searches that users perform, and (2)
swapping the word order in the query
will not change the meaning of the
query. The generation of these three sets
of words involved manual inspection
of randomly sampled words to ensure
the satisfaction of the above two
requirements.

Finally, for ToplAbsent, each source
query  contains one word randomly
sampled from an English dictionary,
excluding common words such as “of.”
Every English word is meaningful; so is
the query.

It should be noted, however, that reliability
estimation (as part of validation) is always
usage-profile dependent. Different user groups
may have different usage profiles as they use
the search engine in different ways. Scientific
researchers, for instance, may frequently look
for research papers by issuing queries
containing scientific terminologies; whereas
prospective students may frequently search
for course information on the .edu domain.
Developers, on the other hand, may have a
usage profile based on the system’s user logs.
As a result, different stakeholders may get
different reliability estimates for the same
search engine. As an independent tester, we
used a random sampling strategy in the present
research. For verification purposes, our
strategy has been very effective in failure
detection. For validation purposes, our
strategy has also been very effective in
revealing the search engines’ behavioral
differences under different operational
profiles. In Section 6.3, we will further show
that our approach complements the
developer’s user log based approaches to
software quality assurance.

They were able to repeat and confirm some
of our reported software failures.

Colleagues at Google indicated that the
reported cases could have been caused by
software related factors and that further
investigation was under way.

In summary, our approach can be used for
verification, validation, and quality
assessment of the software systems of the
search engines. Without more details of the
design and algorithms wused (which are
commercial secrets), it is hard for a user or
an independent tester to tell whether adetected
failure is caused by a fault in the
implemented code or a flaw in the design or
algorithm. But, from the users’ perspective,
it does not matter, because users are only
concerned about the quality of the final
operational software, regardless of whether the
fault is in the code or in the design. To this
end, our approach enables the users to perform
validation and quality assessment of the
software. Developers, on the other hand, know
the details of the algorithms adopted, and
therefore can identify MRs for these
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algorithms, verify the implementation
using these MRs, and find the root cause
of detected failures.

6 SUMMARY AND FUTURE
WORK
Metamorphic  testing was initially

proposed as a verification technique,
where metamorphic relations were
identified by referring to the target
algorithm to be implemented [3], [5]. In
this paper, we have demonstrated the
feasibility of MT being a unified
framework  for software verification,
validation, and quality assessment. We
conducted a study on search engines,
where we identified MRs from the
users’ perspective without referring to
the target algorithms or system
specifications. More generally, this
approach allows users to recognize
whether or not a system is appropriate
for their specific needs in the absence of
complete  software  documentation,
which is often the case with web
services, poorly evolved software, and
open source software.

We have applied our approach to assess
several key soft- ware qualities of search
engines under different operational
profiles in the absence of an objective
and generally recognized oracle. All
ANOVA analyses returned statistically
significant results with large effect size
(h?) values. Most multiple-comparison
results also had a statistical and
practical significance (with large
Cohen’s d values in most situations),
indicating that our approach IS
effective. We have also discussed the
investigated software qualities in the
framework of the software quality model
standard ISO/IEC 25010.

The empirical results demonstrate that
our approach is useful for both
developers and users. First, our
approach can effectively detect various
kinds of failures. Second, we found that
the operational profiles have a
significant impact on the quality of
search. For a given search engine, its
quality of search can be significantly

different for different query languages,
different types of query words, and different
domains being searched.  This  finding
provides a hint for the developers to identify
the strength and weakness of their systems,
and is also useful for the users to choose a
suitable search engine or to better construct
their queries. The ability to automatically
detect failures and anomalies using MRs can
also provide hints for the construction of run-
time self-correction mechanisms, which will
be a future research topic.

Similar to the use of a set of mutants to assess
the effectiveness of a test suite in the context
of mutation analysis, a set of properly
selected MRs can potentially be used to
assess certain software quality characteristics.
Further study on this topic will be a future
research area.
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