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ABSTRACT

In a blockchain-based system, data and the
agreement-based process of recording and
modifying them over distributed nodes are central
to enabling the untrust multi-party transactions.
Thus, completely understanding what and how the
data are stored and manipulated finally determines
the degree of usefullness, performance, and cost of
a blockchain-based application. While blockchains
enhance the quality of the data by providing a
transparent, constant, and consistent data store, the
technology also brings new challenges from a data
management viewpoint. In this paper, we analyse
blockchains from the perspective of a developer to
highlight important concepts and considerations
when incorporating a blockchain into a larger
software system as a data store. The work focuses
to increase the level of understanding of blockchain
technology as a data store and to promote a
methodical approach in applying it to large
software systems. Firstly, we identify the common
architectural layers of a typical software system
with data stores and conceptualize each layer in
blockchain terms. Secondly, we examine the
placement and flow of data in blockchain-based
applications.  Thirdly, we explore data
administration aspects for blockchains, especially
as a distributed data store. Fourth one, we discuss
the analytics of blockchain data and trustable data
analytics enabled by blockchain. Finally, we
examine the data governance issues in blockchains
in terms of privacy and quality assurance.
KEYWORDS: Analytics, blockchain, databases,
data governance, data handling, distributed data
management, distributed databases, software
architecture, transaction databases.

I. INTRODUCTION

The transformative capability  of
blockchain technology is often compared
to that of the World Wide Web. In just a
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few  vyears, besides  the initial
cryptocurrency applications, the
foundations of blockchain technology are
now being utilized for many other classes
of applications, such as asset management,
medical/health, finance, banking, and
insurance. From the viewpoint of such
applications, blockchain enhances the
quality of the data through transparency,
immutability, and consistency
[1].However, the precise nature of
blockchains that gives these benefits also
brings new challenges from a data
management perspective.

For example, in terms of the blockchain as
a datastore and a processing network,
following open issues could be observed:
The data models used in blockchains vary
from key value to document stores and are
generally combined with ““off-chain" data
stores. Therefore, searching and retrieving
heterogeneous data in blockchain-based
systems takes hand-crafted and ad-hoc
programming efforts, unlike the abstract
and declarative query techniques in
conventional databases. Considering the
increasing demand for blockchain data
analytics at scale, understanding how to
efficiently access, integrate, and analyze
data in this heterogeneous environment is
essential.

The volume of data that blockchain system
networks store and manage will only grow
with time. However, many modern
implementations show low throughput, low
scalability, and high latency. Besides, to
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offset the high cost of building trust among
transacting parties through consensus, as
well as to discourage dormant data, fees
are charged in public blockchains for both
storing and manipulating data. Properly
evaluating the on-chain/off-chain data
architectural choices of a blockchain
application can help resolve some of these
issues.

The data stored in blockchains are
permanent and transparent to the whole
network. This brings about a range of data
governance issues such as privacy and
quality assurance. While storing data in
encrypted form is recommended, it could
be subject to brute-force decryption attacks
in the future (e.g., breakthroughs in
quantum computing might render current
encryption technologies ineffective) or lead
to unintended privacy leakages. Therefore,
it is imperative to carefully review these

issues to help develop adequate
frameworks ~ for  blockchain data
governance  to  promote  effective

management and proper use of blockchain
technology.

Given these challenges, we trust there is a
need to examine the use of a blockchain as
a data store in the context of data
management. A good understanding of
blockchains in terms of how the data are
stored and managed can help application
developers and database administrators
good design and manage a large software
system where a blockchain and a
complementary database may co-exist. It
could also avoid sub-optimal designs,
errors, and bugs due to idealistic
expectations on how blockchains behave.

Blockchain has been briefly compared with
databases in other work regarding
functionality and unique properties [2][5].
Our work is complementary to these
efforts, where we further conceptualize the

differences according to how the
application developers would generally
perceive the software system layers.

In this paper, we systematically examine
blockchain technology through a database
lens. We aim to enhance the understanding
of blockchains as a data store with the
objective of enhancing the utility and
correct use of blockchains in large software
systems. To achieve this, we identify and
analyze data management issues that are
crucial in  building and managing
blockchain-based applications. We make
the following contributions.

1) Suggest a new interpretation of
blockchain as an application's data store.

2) Identify and evaluate good practices in
blockchain ~ data  architectures  and
operational issues.

3) Explore data administration aspects of
blockchains.

4) Current practical insights into the
emerging topic of blockchain data analytics
and trustable data analytics using
blockchain.

5) Examine present issues and future
directions in the governance of blockchain
data privacy and quality.

The rest of the paper is organized as
follows;

Section Il presents fundamental properties
of blockchains that are relevant from a data
and software system perspective.

Section 11l presents blockchain system
terminology and interpretation  of
blockchain-based applications from a
database viewpoint. How the data could be
integrated and stored in a blockchain are
discussed in Section 1V.

Governance aspects of data privacy and
quality are presented in Section V.

Il. BLOCKCHAIN PROPERTIES
Blockchains can provide a trustworthy and
neutral data storage platform for a large
software system that uses blockchain as a
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component. Trust and neutrality come from
the following properties, which are
resulting from the unique design of the
ledger structure, the network, consensus
protocol, and cryptographic mechanisms it
uses:

Transparency: Data stored on a
blockchain are accessible to all participants
within the blockchain network. Thus, the
data on a public blockchain is visible to
everyone on the Internet.

Immutability: Due to the distributed
consensus process, once data are subjoined
to the blockchain, they cannot be changed
or deleted. However, immutability might
be probabilistic for blockchains using
certain consensus protocols. All the
transactions in the blockchain network are
stored as immutable records. These
immutable records become a public audit
trail for regulatory purposes.

Consistency: Distributed consensus and
immutability ensure all committed data are
visible to all future data manipulations
establishing a single truth across the
blockchain network.

Equal rights: Due to disintermediation,
every participant of the network has the
same rights to manipulate and access the
blockchain. With different consensus
protocols, these rights may be weighted by
the computation power or stake owned by
the participant.

Availability: Every participates within the
blockchain network may host a full replica
of the blockchain data.

Hence, from the system perspective, the
data are available if at least one node is in
the blockchain network.

From the software architecture perspective,
every design decision of a system is a
trade-off among multiple properties.
Likewise, Condentiality and Performance
are the two main perception arising from
the design of blockchain. As there is no

privileged user within the blockchain
network, every participant can access all
data on  blockchain  compromising
condentiality. Performance refers to the
transaction processing rate and the latency
of adding and confirming new records.

The throughput is limited by the block size
configuration and block generation rate.
Further, the latency between the submit
and commit of a transaction is affected by
the consensus protocol, which is around 1
hour (10-minute block interval with6-block
confirmations) on Bitcoin [6] and around
3-minutes(15-second block interval with
12-block confirmation) on Ethereum [7].

Application Application

Conceptual
Data Models

[ Dataaccess layer | [ Dataaccess layer |
[ Transactions ] ( SQL ]
Asset/ Logical Data
Smart contract Store Tabular / Key-value

Transaction (Record)

1 1| Physical Data
_____ Block i Store

File index structures

Data Concurrency/
Consensus Processing Data Recovel
ase
I

FIGURE 1. Application architectures: Blockchains vs. Database.

I1l. BLOCKCHAIN ARCHITECTURE
AS A DATA STORE

In Fig. 1, we define a conceptual
architecture of a software system, detailing
a blockchain as its data store layer [5]. On
the right, we show a conventional database
to highlight our interpretation on how a
blockchain data store can be explained
from the conventional view of a database-
backed application architecture.

Broadly, three different types of
applications utilize

blockchain technology at its basics,
namely, currency (e.g., Bitcoinand
micropayments), contracts (e.g., escrow
and automated insurance process based on
agreed terms), and asset management (e.g.,
land registry and digital coupons). Just like
in a conventional database-backed
application, the conceptual data model
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underpinning a blockchain-based
application needs to be mapped to the
logical and physical levels of the data store
to persist.

GOVERNANCE

Governance refers to comprehensive
control including processes, policies, and
structures, which could be applied to, e.g.,
IT or data assets to support right
decision making in organisations. As a
new technology that breaks many
conventional norms (e.g., removing of a
central mediator), blockchains have not
yet come to terms with many areas  of
governance. Take cryptocurrencies, for
instance. They are essentially ‘‘tokens’’
issued within a blockchain platform (e.g.,
BTC on Bitcoin and ETH on Ethereum)
and there are more than 2,500
cryptocurrencies in operation. Most of the
transactions on these cryptocurrency-
enabled blockchains are financial; hence,
have corresponding financial regulation
issues. It is  debatable  whether
cryptocurrency can be considered as cash
or cash equivalent because it lacks broad
acceptance as a means of value exchange.
It may also not be considered a financial
asset because there is no contract between
the holder of cryptocurrency and another
partner. Thus, none of the existing
standards applies to cryptocurrencies,
according to the International Accounting

Standard Board (IASB).31 Nonetheless,
there is an obvious need for governance
on cryptocurrencies as they are currently
used to pay for transaction fees (e.g.,
smart contract executions). It is also
worth pointing out that these governance
concerns are applicable to any tokenised
asset that represents some form of value
or equity. For example, micropayments,
loyalty programs, raffles, and benefit

dispersion applications built around
blockchains may need to comply with
financial regulations of respective
geographies. Moreover, metadata of such
payments may need more controlled
manipulating and storing as outlined in
standards such as Payment Application
Data Security Standard (PA-DSS) [41].

Notwithstanding the broader
governance concerns in blockchain
platforms, in this section, we focus our
governance discussion around the issues
relating to data management. A
blockchain as data store brings up a
range of governance issues, first as a
unique data processing platform that
removes the need for a centralised
authority and second as an append-only,
permanent data storage. In the following,
we examine data governance concerns
and challenges in blockchains, in
particular regarding privacy and data
quality. For the discussion to be
meaningful, we first need to point out
that the original design goals of
blockchain technology never aimed to
meet the contemporary privacy and data
quality concerns being raised by the data
management  community.  However,
considering the increasing depth and
breadth of the applications the
technology is being considered and
adopted for, we believe it is important
and timely to explore to what extent the
current blockchain technology as a data
store satisfies the concerns and potential
approaches to mitigate them.

A. PRIVACY AND
COMPLIANCE

The concept of a data-sharing ecosystem,

where multiple participants interact to

provide, use, and share data, is widely

adopted by many  organizations.

However, there is a pervasive problem of

LEGAL
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the potential data breach (data abuse or
misuse) in such environments due to the
complicated nature of the interactions
and sophisticated information diffusion
schemes within the systems[42].

Recognising this problem, recently,
new regulations and amendments aiming
for better protection of the user
information and rights of data subjects
have been introduced. One of the
significant schemes is the European
General Data Protection Regulation
(GDPR) which became law in May 2018
[43] and applies to any organisations that
interact with data subjects based in the
EuropeanUnion(EU). The My Health
Records Amendment Act 2018 by the
Australian  government is  another
example of regulatory efforts to
strengthen privacy [44]. Although not
comprehensive, we can derive some
common and significant  privacy
requirements from these regulations as
follows:

. Access/Timeliness — The data subject
has the right to access and view their
personal data. Also, a data subject’s
request for any information relating
to their personal data should be
responded to without undue delay.

. Rectification-The  data  subject
should be able to correct inaccurate
data concerning him or her.

. Restriction of usage — Personal data
can only be processed with the data
subject’s consent.

. Portability of the personal data —
The data subject has the right to
receive the personal data in a
structured, commonly wused and
machine-readable format and to
transmit the data to another service.

Right to be forgotten — The data
subject has the right of the erasure of

personal data concerning him/her without
undue delay.

Blockchain technology is actively
promoted for inclusion in various data-
sharing ecosystem architectures, citing the
increased data quality and openness as a
reason to trust the technology. However,
there are growing concerns about whether
blockchains can comply with these recent
regulations, as data privacy is still an open
issue for ablockchain-based system.

In terms of the requirements
identified above, access (and timeliness of
it) in blockchains depends on the
permissions. In a public blockchain, the
data subject is free to access and obtain
their personal data stored on the
blockchain network on time. In fact, as
there is no ‘‘privileged”’ participant in a
public blockchain, where it is also referred
to as  a permissionless blockchain. In a
permissioned blockchain, however, access
and timeliness could be restricted to those
with the appropriate access rights in the
network. Whether any inaccurate data
could be corrected or not depends on the
ownership of the transaction record. If the
data subject owns the transaction, he/she
could issue another transaction which will
rectify the error. If not, rectifying an error
will depend on how the owner of the
transaction would respond to a
rectification request. Although there is no
inherent method in blockchains to impose
user consent for data usage, smart contracts
provide a transparent means to encode and
enforce access policies. Also, a recent
development such as self-sovereign

identity management scheme32could give
asophisticated solution for ensuring ‘‘user-
controlled’’ data usage. As the blockchain
data is machine-readable, it satisfies
portability. Moving the data to another
blockchain  platform is  not et
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straightforward. Since the introduction of
GDPR, the term right to be forgotten has
received considerable attention. The
records in a blockchain are immutable by
design; hence, removing data to comply
with this requirement is not feasible. There
is a need for discussion on how to deal
with the limitations to comply with privacy
regulations.
B. DATA QUALITY

The value of data rely on its quality,
which could be defined as ‘‘the ability
to satisfy the usage requirements’ [52],
[53]. The data quality is often regarded
as one of the key management areas in
data governance [53], [54] because
through the assessment and management
of data quality a managing body can also
correctly identify and manage data risks.
Data quality can be assessed using a
range of dimensions, some of which are
detailed below[55]:

. Consistency — The degree to which
data have attributes that are free from
contradiction and are coherent with
other data.

as true and believable by users.
The use of blockchain technologies for
data sharing is a double-edged sword in
terms of managing data quality. While it
guarantees better consistency,
traceability, and availability, it lacks
support in  providing compliance,
confidentiality, and credibility. As a
distributed database, a blockchain
provides strong consistency
mechanisms, reliable services, and
transparency to the participants. It

therefore, increases consistency,
traceability, and availability. In
blockchain  applications, credibility

depends on the level of trust on the
external data providers (e.g., oracles).
As anyone can access the data stored in
a public blockchain without explicit per-
missions, it becomes difficult for the
governing body to meet the desired
level of data quality when it comes to
compliance and confidentiality.

CONCLUSION:

. Traceability — The degree to which
data have attributes that provide an
audit trail of access to data and any
changes made to the data.

. Availability — The degree to which
data have attributes that enable them
to be retrieved by authorized users
and applications.

. Compliance — The degree to which
data have attributes that stick to
standards, conventions, or regulations
in force and similar rules relating to
data quality.

. Confidentiality — The degree to which
data have attributes that ensure that
they are only accessible and
interpretable by authorized users.

. Credibility — The degree to which
data have attributes that are regarded

We are seeing the growth of blockchain
applications reaching far beyond the
initial craze of Bitcoin. A consequence of
the fast adoption of the technology is
that, in many cases, a blockchain is often
used as an architectural component in a
large-scale distributed software system
to store data, which not only vary widely
in both format and content, but also
express arrange of complex application
domain requirements. Therefore,
carefully examining blockchains to
understand and assess its capabilities and
issues as a data store is a timely and
relevant topic to the academic and
industry communities who are looking to
use the technology.

To conclude, we would like to
highlight some of the main lessons. First,
having a clear understanding of a
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blockchain as a data store, and be able to
comprehend and evaluate the
characteristics of blockchains  with
regards to the conventional data stores
will help application developers design
and implement a blockchain-based
application more effectively.

Our contributions In this regard are three
folds:

(i)we offered a fresh view of a blockchain
as a data store, conceptualising its logical
and physical layer functions compared to
the conventional data stores, (ii) we
analysed the various data placement
options, emphasising the impact of each
design option on an overall system,(iii)
we showed the critical tasks and tools
involved in administering/operating a
blockchain as a data store. Second, if one
looks  beyond digital  currencies,
contemporary data management issues for
blockchains pose both risks and
opportunities. We particularly identified
two categories for discussions; data
analytics and data governance. Much of
the focus on blockchain technology has
mostly been on methodologies to develop
new applications. Methods and tools for
analysing blockchain data at scale, and
using blockchains to enable new types of
data analytics are emerging topics. Data
governance is another area of importance
that warrants more interests from there
search and industry communities.
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