
AIJREAS                 VOLUME 3,  ISSUE 11 (2018, NOV)                      (ISSN-2455-6300)ONLINE 

Anveshana’s International Journal of Research in Engineering and Applied Sciences 

 

Anveshana’s International Journal of Research in Engineering and Applied Sciences 
EMAILID:anveshanaindia@gmail.com,WEBSITE:www.anveshanaindia.com 

45 

RIBE: REVOCABLEIDENTITY-BASED ENCRYPTION TO 

AUTHENTICATE AND MANAGING THECLOUD SERVICES 
 

MADASU SUREKHA 

PG Scholar, Dept of CSE, PACE Institute 

of Tech and Sciences, Vallur, Ongole, AP, 

India. 

D ANANDAM  

Assistant Professor, Dept of CSE, PACE 

Institute of Tech and Sciences, Vallur, 

Ongole, AP, India

 

Abstract 
Public key cryptosystem removes the demands of 

public key infrastructure and certificate 

administration in conventional public key settings. 

Identity-based encryption is a public key 

infrastructure. If the absence of public key 

infrastructure, the revocation problem is a critical 

issue in Identity-based encryption settings. There 

are multiple revocable Identity-based encryption 

schemes have been proposed regarding this issue. 

In recent times, by inserting an outsourcing 

computation technique into Identity-based 

encryption proposed a revocable Identity-based 

encryption scheme with a key-update cloud service 

provider .This scheme has two limitations. One is 

that the computation and communication costs are 

higher than previous revocable Identity-based 

encryption schemes. The Second one is lack of 

scalability in the sense that the key-update cloud 

service provider must have a secret value for each 

user. In this Paper, I propose a new revocable 

Identity-based encryption scheme with a cloud 

revocation authority to solve the two limitations, 

namely, the performance is improved and the cloud 

revocation authority holds only a system secret for 

all the users. The proposed Identity-based 

encryption is more secure under the decisional 

bilinear Diffie-Hellman assumption. Finally, I 

extend the proposed revocable Identity-based 

encryption scheme to present a cloud revocation 

authority authentication scheme with limited 

privileges for managing number of cloud services. 

 

Index Terms—Cloud revocation authority, 

Identity-Based Encryption, Authentication, Public 

Key. 

 

1.INTRODUCTION  

Identity based public key system [1], [2]is 

good method for public key cryptography. 

Identity based public key system 

eliminates the huge demands of public key 

infrastructure and certificate 

administration in conventional public key 

settings. An Identity based public key 

system setting have users and a trusted 

third party. The private key generator   is 

responsible for generation of each user’s 

private key by using the related ID 

information. So, no certificate and public 

key infrastructure are required in the 

related cryptographic mechanisms under 

ID-public key system settings. In that case, 

ID-based encryption allows a user(sender) 

to encrypt message directly by using a 

receiver’s ID without checking the 

validation of public key certificate. After, 

the receiver uses the private key related 

with her/his ID to decrypt such cipher text. 

Since a public key setting has to provide a 

user revocation mechanism, the research 

problem is on how to revoke 

misbehaving/compromised users in an ID-

public key system setting is naturally 

raised. In conventional public key settings, 

certificate revocation list [3] is a famous 

revocation approach. In the certificate 

revocation list approach, if a party receives 

a public key and its related certificate, 

she/he first validates them and then looks 

up the certificate revocation list to 

guarantee that the public key has not been 

revoked. In such a case, the procedure 

requires the online help under public key 

infrastructure so that it will incur 

communication holdup. To improve the 

performance, a number of efficient 

revocation mechanisms [4], [5], [6], [7], 

[8] for conventional public key settings 

have been well studied for public key 

infrastructure Indeed, researchers also pay 

awareness to the revocation issue of ID-

public key system settings. a number of 

revocable Identity-Based Encryption 

schemes have been proposed about the 

revocation mechanisms in ID-public key 

system settings. 
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1.1 Related Work 

In 2001, Boneh and Franklin [2] proposed 

the first Identity-Based Encryption scheme 

from the Weil pairing and recommended a 

simple revocation method in which every 

non-revoked user receives a new private 

key generated by the Private Key 

Generator   from time to time. A period 

can be set as a day, a week, a month, etc. 

A sender uses a selected receiver’s ID and 

current period to encrypt messages while 

the selected receiver decrypts the cipher 

text using the current private key. 

Therefore, it is essential for the users to 

inform new private keys from time to time. 

To revoke a user, the Private Key 

Generator   just stops provide the new 

private key for the user. It is 

understandable that a secure channel must 

be established between the Private Key 

Generator and each user to transmit the 

new private key and this would result in 

heavy load for the Private Key Generator. 

In order to improve the load of the Private 

Key Generatorin Boneh and Franklin’s 

scheme, Bonehet al. [9] proposed another 

revocation method, called immediate 

revocation. Immediate revocation method 

employ a selected semi-trusted and online 

authority to alleviate the management load 

of the Private Key Generator    and help 

users to decrypt cipher text [10], [11], 

[12], [13]. In that a case, the online 

mediator must hold the shares of all the 

users’ private keys. Since the decryption 

operation should involve both parties, 

neither the user nor the online mediator 

can cheat one another. When a user was 

revoked, the online mediator is instructed 

to stop supporting the user. However, the 

online mediator must help users to decrypt 

each cipher text so that it becomes a 

holdup for such schemes as the number of 

users grows extremely. Boneh and 

Franklin’s revocation method [2], all the 

users must from time to time update new 

private keys sent by the Private key 

generator. As the number of users 

increases, the load of key updates becomes 

a holdup for the Private key generator. In 

2008, Boldyrevaet al. [14] proposed a 

revocable Identity-Based Encryption 

scheme to improve the key update 

efficiency. Their revocable Identity-Based 

Encryption scheme is based on the concept 

of the Fuzzy Identity-Based 

Encryption[35] and adopt the complete 

subtree method to decrease the number of 

key updates from linear to logarithmic in 

the number of users. In fact, by binary tree 

data structure of users, the scheme 

efficiently alleviate the key-update load of 

the Private Key Generator. Moreover, 

Identity-Based Encryptionrt and Vergnaud 

[16] improved the security of Boldyrevaet 

al.’s revocable Identity-Based Encryption 

scheme by present an adaptive-ID secure 

scheme. Boldyrevaetal.’s scheme still 

results in no.of problems: (1) Each user’s 

private key size is 3log n points in an 

elliptic curve, where nis the number users 

in the binary tree. (2) The scheme also 

results in huge computation workload for 

encryption and decryption procedures. (3) 

It is huge load for Private Key Generator 

to maintain the binary tree with a large 

amount of users. Moreover, Seo and 

Emura [17] developed the security model 

of Boldyrevaet al.’s revocable Identity-

Based Encryption scheme [14] by 

considering a new threat, called decryption 

key exposure attacks. Based on the idea of 

Identity-Based Encryptionrt and 

Vergnaud’s scheme [16], they also 

proposed a revocable Identity-Based 

Encryption scheme with decryption key 

exposure resistance. In order to decrease 

the sizes of both private keys and update 

keys, Park et al. [18] proposed a new 

revocable Identity-Based Encryption 

scheme by using multilinear maps,but the 

size of the public parameters is dependent 

to the number of users. For achieve 

constant the size of the public parameters, 

Wang et al. [19] employed both the double 

system encryption methodology [20] and 

the completes tree method [14] to propose 

a new revocable Identity-Based 

Encryption scheme. Moreover, Seo and 

Emura [21] extended the concept of 
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revocable Identity-Based Encryption 

scheme to propose the first revocable 

Identity-Based Encryption scheme. In Seo 

and Emura’s scheme, for each period, each 

user generates a secret key by multiplying 

some of the incomplete keys, which 

depends on the incomplete keys used by 

associates in the hierarchy tree. In that a 

case, the secret key size of each user 

increases quadratically in the hierarchy 

tree wherein a low-level user must know 

the history of key updates performed by 

ancestors in the current time period, and it 

renders the scheme very complex. In 2015, 

Seo andEmura [22] proposed a new 

method to create a novelrevocable HIBE 

scheme with history-free updates. 

Nevertheless, the mention revocable 

Identity-Based Encryption and HIBE 

schemes above [17], [18], [19], [21], [22] 

employed the complete subtree method to 

decrease the number of key updates from 

linear to logarithmic in the number of 

users. However, these schemes also 

suffered from the same disadvantages 

ofBoldyrevaet al.’s revocable Identity-

Based Encryption scheme [14] and still 

used asecure channel to transmit periodic 

private keys.In 2012, Tseng and Tsai [23] 

proposed a new Revocable identity-Based 

Encryption scheme to remove the usage of 

secure channel between each user and the 

authority and use a public channel instead 

to transmit users’ periodic private keys. 

They partition a user’s private key into two 

components, namely, an identity key and a 

time update key. The identity key is a 

secret key associated with user’s ID, which 

is sent to the user via a secure channel and 

remains fixed since being issued. The time 

update key is a key associated with user’s 

ID and time period, which is changed 

along with time. The Private Key 

Generator periodically generates current 

time update keys for non-revoked users 

and sends them to these users via a public 

channel. A user is able to decrypt the 

cipher text if she/he possesses both the 

identitykey and the legitimate time update 

key. In other words, to revoke a particular 

user, the Private Key Generator    simply 

stops issuing the new time update key for 

the user. However, the key-update 

efficiency is linear in theNumber of users 

so that the computation burden of Private 

Key Generator is still enormous. In 2015, 

by a cloud-aided service provider, Li et al. 

[24]introduced an outsourcing 

computation technique into Identity-Based 

Encryption to propose a revocable 

Identity-Based Encryption scheme with a 

key-update cloud service provider key-

update cloud service provider They shifts 

the key-update procedures to a key-update 

cloud service provider to alleviate the load 

of Private Key Generator   . Li et al. also 

used the similar technique adopted in 

Tseng and Tsai’s scheme [23], which 

partitions a user’s private key into an 

identity key and a time update key. The 

Private Key Generator   sends a user the 

corresponding identity key via a secure 

channel. Meanwhile, the Private Key 

Generator   must generate a random secret 

value (time key) for each user and send it 

to the key-update cloud service provider. 

Then the key-update cloud service 

provider generates the current time update 

key of a user by using the related time key 

and sends it to the user through a public 

channel. To revoke a user, the Private Key 

Generator just asks the key-update cloud 

service provider to stop issuing the new 

time update key of the user. Their system 

model is depicted in Fig. 1. However, their 

scheme has two shortcomings. First one is 

that the computation and communication 

costs are higher than previous revocable 

Identity-Based Encryption schemes [2], 

[23]. The Second shortcoming is 

unsociability in the sense that the key-

update cloud service provider must keep a 

time key for each user so that it will incur 

the management load. 
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1.2 Our Contributions 

In order to solve both the un-scalability 

and the inefficiency in Li et al.’s scheme 

[24], we will propose a new revocable 

Identity-Based Encryption scheme with 

cloud revocation authority. The proposed 

scheme possesses the advantages of both 

Tseng and Tsai’s revocable Identity-Based 

Encryption scheme [23] and Li et al.’s 

scheme [24]. In particular, each user’s 

private key still consists of an identity key 

and a time update key. We introduce a 

cloud revocation authority  to replace the 

role of the key-update cloud service 

provider in Li et al.’s scheme. The cloud 

revocation authority only needs to hold a 

random secret value (master time key) for 

all the users without affecting the security 

of revocable Identity-Based Encryption 

scheme. The cloud revocation authority 

uses the master time key to generate the 

current time update key periodically for 

each non-revoked user and sends it to the 

user via a public channel. It is evident that 

our scheme solves the un-scalability 

problem of the key-update cloud service 

provider. Our system model is depicted in 

Fig.2. 

 
 

In this article, we first present the 

framework of our revocable Identity-

Based Encryption scheme with Cloud 

Revocation Authority and define its 

security notions to model possible threats 

and attacks. Accordingly, a new revocable 

Identity-Based Encryption scheme with 

cloud revocation authority is proposed. As 

the adversary model presented in [23], 

[24], it consists of two adversaries, 

namely, an inside adversary (or a revoked 

user) and an outside adversary. For 

security analysis, we formally demonstrate 

that our scheme is semantically secure 

against adaptive-ID and chosen-cipher text 

attacks in the random oracle model under 

the bilinear decision Diffie-Hellman 

problem [2]. Finally, based on the 

proposed revocable Identity-Based 

Encryption scheme with Cloud Revocation 

Authority, we construct a cloud revocation 

authority aided authentication scheme with 

period-limited privileges for managing a 

large number of various cloud services. To 

demonstrate the merits of our scheme, 

Table 1 lists the comparisons among 

subtree-based Identity-Based Encryption 

schemes [14], [16], [17], [18], [19], HIBE 

schemes [21], [22], Tseng-Tsai scheme 

[23], Li et al.’s scheme [24] and ours in 

terms of the usage of key update channel, 

the size of each user’s private key, key 

update load, outsourced computation of 

authority, the workload of the Private Key 

Generator   and scalability of authority. 

      Those subtree-based Identity-Based 

Encryption schemes [14], [16], [17], [18], 

[19] and HIBE schemes [21], [22] 
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employed the complete subtree method to 

decrease the number of key updates from 

linear to logarithmic in the number of 

users. However, each user’s private key 

size is O(log n), where n is the Number of 

users. These schemes still used a secure 

channel to transmit periodic private keys 

while no other authority shares the 

responsibility of user revocation. In Tseng 

and Tsai’s revocable Identity-Based 

Encryption scheme [23], both the identity 

key and time update key are issued by the 

Private Key Generator   . In order to 

alleviate the load of the Private Key 

Generator, Li et al. [24] employed a key 

update cloud service provider to share the 

responsibility of user revocation. In our 

revocable Identity-Based Encryption 

scheme, we employ a cloud revocation 

authority to perform user revocation. 

Indeed, the Private Key Generator   in Li 

et al.’s scheme and ours may also perform 

the revocation operations. Both the key-

update cloud service provider and the 

cloud revocation authority are designated 

to share responsibility for performing user 

revocation. For scalability, the key-update 

cloud service provider in Li et al.’s 

scheme must keep n various time keys for 

n users so that it does not possess 

scalability and incurs the management 

load. On the contrast, the Cloud 

Revocation Authority in our scheme holds 

only one master time key for all the users. 

When the number n of users in the system 

is very large, the Private Key Generator   

may designate multiple Cloud Revocation 

Authority s to share the responsibility of 

user revocation while each Cloud 

Revocation Authority holds only the same 

master time key. However, in Li et al.’s 

scheme, each key-update cloud service 

provider must also keep n time keys. 

Indeed, cloud computing is a ubiquitous 

computing environment so that putting 

multiple Cloud Revocation Authority s on 

clouds may provide convenient 

management of user revocation while 

reducing the load of the single Private Key 

Generator. The detailed comparisons 

regarding computation and communication 

efficiency will be given in Section 6. 

 

2.System Operations And Security 

For convenience, we first define the 

following notations. 

 

 
 

2.1 System Operations 

In Fig. 3, we present the system operations 

of the proposed revocable Identity-Based 

Encryption scheme with Cloud Revocation 

Authority . Our system has three roles, 

namely, a private key generator   , a cloud 

revocation authority  and users (senders 

and receivers). First, the Private Key 

Generator    selects a master secret key α a 

master time keyβ and a total number z of 

periods, and sends the master time key βto 

the Cloud Revocation Authority . The 

Private Key Generator   uses the master 

secret key _ to compute the identity key 

DIDof the user with identity ID, and sends 

the identity key DIDto the user via a secure 

channel. On the other hand, the Cloud 

Revocation Authority is responsible to 

produce the time update keys for all the 

non-revoked users by using the master 

time key α. To do this, at the starting of 

each period i, the Cloud Revocation 

Authority uses the master time key _ and a 

non-revoked user’s identity ID to generate 

the current time update key PID,i,and sends 

it to the user via a public channel (e.g. e-

mail). When a sender wants to transmit a 

message M to a receiver with identity ID at 

period i, the sender produces a cipher 

textC = E(ID,i,M)and sends it to the receiver, 

where E denotes the encryption algorithm 
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of our revocable Identity-Based 

Encryption scheme with Cloud Revocation 

Authority . Upon receiving the cipher text, 

the receiver uses the identity key DIDand 

time update key PIDito decrypt the cipher 

text. 

 

 

2.2 Framework 

In this section, we present the syntax of 

revocable Identity-Based Encryption 

schemes with Cloud Revocation Authority 

. 

Definition 1.A revocable Identity-Based 

Encryption scheme with Cloud Revocation 

Authority consists of five algorithms: 

system setup, identity key extract, time 

keyupdate, encryption and decryption. 

 System setup is a probabilistic algorithm 

that is run by the Private Key Generator   

. The Private Key Generator    takes as 

input two parameters, namely, a secure 

parameter λand the total number z of 

periods, and outputs public parameters 

PP, a master secret key α and a master 

time key β. Finally, it sends β. to the 

Cloud Revocation Authority  via a 

secure channel. PP are made public to all 

the following algorithms.  

 Identity key extract is a deterministic 

algorithm which is run by the Private 

Key Generator    that takes as input the 

master secret key α and a user’s identity 

ID, and outputs the corresponding 

identity key DID. Then, the Private Key 

Generator  returns DIDto the user via a 

secure channel. 

 Time key update is a deterministic 

algorithm which is run by the Cloud 

Revocation Authority. The Cloud 

Revocation Authority  uses the master 

time keyβ, a user’s identity ID and a 

period i to compute theuser’s time 

update key PID,I for period i. Then, the 

Cloud Revocation Authority returns the 

time update key PID,ito the user via a 

public channel (e.g. e-mail or public 

board). 

 Encryption is probabilistic algorithm 

that is run by auser (sender). The sender 

takes as input a messageM, a receiver’s 

identity ID and a current period i,and 

outputs a cipher text C. 

 Decryption is a deterministic algorithm 

which is runby a user (receiver). The 

receiver takes as input aciphertext C and 

the private key pair (DID, P ID,i),and 

outputs the corresponding plaintext M. 

 

3.Cloud Computing Applications 

In this section, we extend our revocable 

Identity-Based Encryption scheme to 

discuss two extended cloud computing 

applications, namely, the revocable 

attribute-based encryption for cloud 

storage and the Cloud Revocation 

Authority-aided authentication with 

period-limited privileges for managing a 

large number of various cloud services. 

 

3.1 Revocable attribute-based 

encryption 

With the rapid development in wireless 

communication, cloud storage services 

[34] have become popular increasingly. 

Users can store their data on the cloud 

storage so that they may access their data 

anywhere at any time. Typically, the data 

stored on the cloud storage is encrypted for 

user privacy while protecting from access 

by other users. Indeed, due to the 

collaborative property of some 

applications, a data owner allows specific 
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parties to decrypt the encrypted data stored 

on the cloud storage. In such a situation, 

enforcingthis kind of access control by 

ordinary public key encryption (ex. 

Identity-Based Encryption) schemes is not 

very convenient because it cannot provide 

the flexibility of users to share their data. 

Attribute-based encryption [35] is 

regarded as one of the most suitable 

encryption schemes for data sharing of 

cloud storage. Indeed, Attribute-based 

encryption is encryption for privileges, not 

for users so that an Attribute-based 

encryption scheme is a very useful tool for 

cloud storage services since data sharing is 

an important feature for such services.  

               In 2005, Sahai and Waters [35] 

first introduced the concept of attribute-

based encryption which refines Identity-

Based Encryption scheme [2] by 

associating cipher texts and a set of 

attributes. In an Attribute-based encryption 

scheme, the Private Key Generator   

typically sends the corresponding attribute 

keys for the user with several attributes. 

An Attribute-based encryption scheme 

allows a data owner to encrypt data under 

a set of attributes associated with access 

structures, and users who own these 

corresponding attribute keys are able to 

decrypt the encrypted data. Afterward, 

there are numerous Attribute-based 

encryption schemes [36], [37], [38], [39] 

that have been proposed. Indeed, we may 

combine the revocability concept of the 

proposed revocable Identity-Based 

Encryption scheme with the existing 

Attribute-based encryption schemes to 

construct revocable Attribute-based 

encryption schemes. Indeed, Li et al. [40] 

and Qianet al. [41], respectively, proposed 

an Attribute-based encryption scheme with 

user/attribute revocation for various 

applications. Both schemes still adopt the 

sub-tree method in [14] to address the 

revocation rekeying issue so that a secure 

channel is used to transmit the new 

updated user keys and attribute keys.For 

constructing such revocable Attribute-

based encryption schemes using a public 

channel, we may employ the same role of 

the Cloud Revocation Authority to be 

responsible for periodically generating the 

attribute-time keys for users and send them 

to users via a public channel. The 

functionality of the attribute-time key is 

the same with that of the time update key 

in the proposed revocable Identity-Based 

Encryption scheme. Therefore, if a data 

owner encrypts data under a set of 

attributes associated with access structures 

and a time period. Thus, users who own 

both the attribute keys and valid attribute-

time keys at the time period are able to 

decrypt the encrypted data. If a particular 

attribute of a user is revoked, the Cloud 

Revocation Authority simply stops issuing 

the new corresponding attribute-time key 

for the user. Therefore, arevocable 

Attribute-based encryption scheme 

provides more flexible than an Attribute-

based encryption scheme for managing 

attributes of users. 

 

3.2Cloud Revocation Authority -Aided 

Authentication Scheme With Period 

Limited Privileges 

           An authentication scheme is a 

cryptographic mechanism to authenticate 

users over public networks. Before a user 

gains access to a server’s services, the user 

must be authenticated and authorized by 

the server. Here, we extend our revocable 

Identity-Based Encryption scheme to 

construct a cloud revocation 

authority(Cloud Revocation Authority ) 

aided authentication scheme with period 

limited privileges for managing a large 

number of various cloud services [34]. 

When a company (or organization) 

constructs numerous various cloud 

services, how to efficiently manage the 

authorizations for these cloud services is 

an important issue since a user must 

authenticate herself/ himself to a cloud 

service server before accessing the cloud 

services. In the system with multiple cloud 

services, multiple Cloud Revocation 

Authority s replace the role of The Cloud 

Revocation Authority in our proposed 
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scheme. The master time key is replaced 

with multiple master privilege keys. A 

Cloud Revocation Authority with a master 

privilege key can manage the 

corresponding privilege to have access to 

some service server at various periods. A 

Cloud Revocation Authority is able to use 

its master privilege key to generate and 

send a period-limited privilege key to a 

user. A user with both the associated 

identity key and a period-limited privilege 

key is able to access the corresponding 

server. Indeed, a Cloud Revocation 

Authority may also manage single or 

multiple service servers. Without loss of 

generality, we assume that there are k 

independent Cloud Revocation Authority 

that are responsible for managing k 

independent service servers, respectively. 

 

            For simplicity, we illustrate the 

case k = 2 by Fig. 4. The private key 

generator   randomly selects k different 

master privilege keys β1,β2….βkand sends 

each βjto the corresponding Cloud 

Revocation Authorityj, respectively. Also, 

the Private Key Generator sends the 

identity key DIDto a legitimate user with 

identity ID via a secure channel. On the 

other hand, if this user with identity ID is 

granted to have access to the service server 

j at period i, the Cloud Revocation 

Authorityj will use the master privilege 

key βj to generate the period-limited 

privilege key PIDi,jand send it to the user 

via a public channel. Consequently, the 

user is able to access the server j at period 

i by using both the identity key DIDand 

periodlimited privilege key PIDi,jNote that, 

indeed, a Cloud Revocation Authority may 

manage all the privileges for all the service 

servers. In such a case, all the master 

privilege keys are sent to the designated 

Cloud Revocation Authority . 

 In the system with multiple cloud 

services, a user with both the identity key 

DID and period-limited privilege key 

PIDi,jmay run an authentication scheme, 

caPIDi,j Cloud Revocation Authority aided 

authentication scheme with period-limited 

privileges,to authenticate herself/himself 

to the service server j at period i. The 

proposed Cloud Revocation Authority-

aided authentication scheme with period-

limited privileges depicted in Fig. 5, which 

consists of four algorithms : 

System setup: As in the revocable Identity-

Based Encryption scheme with Cloud 

Revocation Authority proposed in Section 

3, a trusted Private Key Generator   

generates the master secret key αand 

computes the system public key Ppub= α.P. 

In addition, suppose thatthere are k 

independent service servers managed by 

kindependent Cloud Revocation 

Authoritys in the system. The Private Key 

Generator  randomly selects k different 

master privilege  

keys β1; β2…….βk and sends each βj to 

the correspondingCloud Revocation 

Authorityjvia a secure channel, 

respectively. In themeantime, the Private 

Key Generator also computes the 

privilegepublickeyCpub,j= βj .P for each 

Cloud Revocation Authority j.  

In the following, based on the IND-ID-

CCA security of the revocable Identity-

Based   
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the proposed Cloud Revocation Authority 

-aided authentication scheme with 

periodlimited privileges is secure under 

active attacks. 

 

4. Conclusion 

In this article, I proposed a new revocable 

Identity-Based Encryption scheme with a 

cloud revocation authority , in which the 

revocation procedure is performed by the 

Cloud Revocation Authority  to improve 

the load of the Private Key Generator. This 

outsourcing computation technique with 

other authorities has been employed in Li 

et al.’s revocable Identity-Based 

Encryption scheme with Key Update –

Cloud Service Provider. However, this 

scheme requires higher computational and 

communicational costs than earlier 

proposed Identity-Based Encryption 

schemes. For the time key update 

procedure, the Key Update -Cloud Service 

Provider in Li et al.’s scheme should keep 

a secret value for each user so that it is 

need of scalability. In revocable Identity-
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Based Encryption scheme With Cloud 

Revocation Authority, the Cloud 

Revocation Authority holds only a master 

time key to perform the time key update 

procedures for all the users without 

affecting security. As compared with Li et 

al.’s scheme, the performances of 

computation and communication are 

significantly improved. By experimental 

results and performance analysis, our 

scheme is well suited for mobile devices. 

For security analysis, we have 

demonstrated that our scheme is 

semantically secure against adaptive-ID 

attacks under the decisional bilinear 

Diffie-Hellman assumption. Finally, based 

on the proposed revocable Identity-Based 

Encryption scheme with Cloud Revocation 

Authority , we constructed a Cloud 

Revocation Authority aided authentication 

scheme with period-limited privileges for 

managing a large number of various cloud 

services. 
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