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ABSTRACT

As data in cloud is outsourced documents require
privacy preserving in an encrypted form. The data
encrypted has a challenge as it documents are
encryption which will require proper accuracy
performance degradation. As he data is massive
this has become more difficult .This makes it even
more challenging to provide an efficient and
reliable system to design a cipher text search
scheme as online information retrieval on large
volume of encrypted data. In this paper to support
more search semantics, clustering method is
proposed. To enable similarity search which is
also efficient, data owner builds a secure index
along with the encrypted data items is outsourced
to the cloud server. Server performs searching on
the index according to the queries of the data
users without learning anything about the data
other than what data owner allows an adversary
to learn.

Keywords: Cloud computing, cipher text search,
ranked search, multi-keyword search,
hierarchical clustering, security.

1. INTRODUCTION

Cloud Computing is computing utility where
cloud customers can remotely store their data
into the cloud so as to enjoy the on-demand
high quality applications and services from
shared pool of configurable computing
resources. It is a type of computing that relies
on sharing computing resources rather than
having local servers or personal devices to
handle applications. In simple terms, cloud
computing means storing and accessing data
and programs over the internet instead of a
computer’s hard drive.

In today’s data intensive environment, cloud
computing becomes prevalent due to the fact
that it removes the burden of large scale data
management in a cost effective manner.
Hence, huge amount of data, ranging from
personal health records to e-mails, are
increasingly outsourced into the cloud. At the
same time, transfer of sensitive data to
untrusted cloud servers leads to concerns
about its privacy. The basic building block of
our secure index is the state-of- the-art
approximate near neighbor search algorithm
in high dimensional spaces called locality
sensitive hashing (LSH).LSH is extensively
used for fast similarity search on plain data in
information retrieval community. There will
be provide a real world application of our
scheme and verify the theoretical results with
empirical analysis. In this, there is utilization
it in the context of the encrypted data. In such
a context, it is critical to provide rigorous
security analysis of the scheme to ensure the
confidentiality of the sensitive data. In this,
provide a strong security definition and prove
the security of the proposed scheme under the
provided definition.

The method of decrypting locally each file
after downloading it is an insignificant
solution, due to the large amount of
bandwidth cost in cloud scale systems. This
proposed system also provides image tagging
in MRSE scheme to Images as they also
contain useful and important information.
Moreover, aside from eliminating the local
storage management, storing data into the
cloud doesn't serve any purpose unless they
can be easily searched and utilized [8].
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1.1 AES

The Advanced Encryption Standard (AES) is
a symmetric key encryption standard adopted
by the U.S. government. The standard
comprises three block ciphers AES-128 AES-
192 and AES-256 adopted from a larger
collection originally published as Rijndael.
Each of these ciphers has a 128-bit block size
with key sizes of 128, 192 and 256 bits
respectively.

The key size used for an AES cipher specifies
the number of repetitions of transformation
rounds that convert the input called the
plaintext into the final output called the cipher
text. The numbers of cycles of repetition are
as follows:

[1 10 cycles of repetition for 128-bit keys.
112 cycles of repetition for 192-bit keys.
1 14 cycles of repetition for 256-bit keys.
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2. PROBLEM DEFINITION

Computing is the long dreamed vision of
computing as a utility, where cloud customers
can remotely store their data into the cloud so
as to enjoy the on-demand high-quality

applications and services from a shared pool
of configurable computing resources. Its great
flexibility and economic savings are
motivating both individuals and enterprises to
outsource  their local complex data
management system into the cloud. To protect
data privacy and combat unsolicited accesses
in the cloud and beyond, sensitive data, for
example, e-mails, personal health records,
photo albums, tax documents, financial
transactions, and so on, may have to be
encrypted by data owners before outsourcing
to the commercial public cloud.

3. THE PROPOSED MECHANISM

To enable efficient similarity search,
data owner builds a secure index and
outsources it to the cloud server along with
the encrypted data items. Server performs
search on the index according to the queries
of the data users without learning anything
about the data other than what data owner
allows an adversary to learn. In Phase-I, we
present the index structure. In Phase-Il, we
describe the search scheme that is built on top
of the index. There are different phases on
which we are going to work in our
dissertation:

Phase —I: The index structure

Our similarity, Searchable Symmetric
Encryption (SSE) scheme is based on a secure
index structure that is built through locality
sensitive hashing (LSH). LSH maps objects
into several buckets such that similar objects
collide in some buckets while dissimilar ones
do not with high probability. Index structure
is constructed on top of this property.

Phase -11: Basic secure search scheme
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In this part, we describe the basic protocol for
our similarity SSE scheme, overview of
which is presented in Figure. Initially data
owner gets private keys and then he creates
the index for the data collection. Alice
encrypts the items with key to form the
encrypted collection. Suppose a user is
interested in retrieving the items, the user
generates search query. Once the query is
identified, user sends it to the server. Server
performs search on the index for each
component and send back the corresponding
encrypted file. Once the user receives file,
user decrypts encrypted file. Once the
encrypted items corresponding to the search
request are retrieved, user decrypts them with
the key to obtain their plain versions.
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Figure 1: Basic secure search protocol

3. CONCLUSIONS

In this paper, we proposed an efficient
similarity searchable symmetric encryption
scheme. To do so, we utilized locality
sensitive hashing which is widely used for
fast similarity search in high dimensional
spaces for plain data. We proposed LSH
based secure index and a search scheme to
enable fast similarity search in the context of
encrypted data. In such a context, it is very

critical not to sacrifice the confidentiality of
the sensitive data while  providing
functionality. We provided a rigorous security
and proved the security of the proposed
scheme under the provided definition to
ensure the confidentiality.
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