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Abstract: 

Machine learning (ML) models have become 

indispensable for enhancing the effectiveness of 

cybersecurity countermeasures, particularly in IDS 

deployments. However, recent studies have 

demonstrated that these models are highly 

susceptible to adversarial attacks. By introducing 

subtle perturbations into malicious network traffic 

features, attackers can successfully evade ML-

based IDS mechanisms. Consequently, the 

development of robust defences against such 

adversarial manipulations has become an urgent 

priority. Achieving adversarial resilience in 

cybersecurity systems, however, involves multiple 

challenges. One of the most significant barriers is 

maintaining an appropriate balance between an 

ML model’s robustness and its operational 

efficiency. Another challenge lies in designing 

defence techniques that generalise effectively 

across diverse adversarial attack strategies. Most 

existing defence mechanisms proposed in 

contemporary research are predominantly tailored 

for computer vision domains and are seldom 

validated using cybersecurity-specific datasets. 

Unlike images, audio, or video streams, network 

traffic data possess different temporal 

characteristics and structural properties. 

 

The NSL-KDD dataset is employed to evaluate the 

proposed HyAD-F against two widely used 

gradient-based adversarial attack methods—Fast 

Gradient Sign Method (FGSM) and Projected 

Gradient Descent (PGD). To assess model 

behaviour under both adversarial and non-

adversarial conditions, three machine learning 

classifiers—Logistic Regression, Gradient 

Boosting Classifier, and Multi-Layer Perceptron—

are utilised. The integrated defence mechanism 

yields a substantial improvement in adversarial 

accuracy for both PGD- and FGSM-generated 

perturbations, while maintaining minimal 

degradation in standard cyberattack detection 

performance. The findings underscore the necessity 

of conducting rigorous security evaluations on 

intrusion detection models prior to their 

deployment in operational environments. 

 

1 INTRODUCTION: 

Preventing unauthorized access to 

computer systems remains a central 

concern in the field of information security. 

To counter such unauthorized activities, 

effective detection and prevention 

mechanisms are essential. Users who 

exhibit suspicious or malicious behaviour 

are typically referred to as intruders. These 

individuals attempt to gain access to 

restricted areas of a computing 

environment. Intrusion detection processes 

aim to identify attempts to compromise a 

target system, determine whether these 

attempts were successful, and record the 

corresponding activity logs [1]. 

 

Even in cases where highly confidential 

communication is not involved, 

unauthorized individuals should not be 

permitted to read emails, misuse 
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computing resources to launch attacks on 

other systems, send deceptive messages, or 

gain access to personal information such 

as financial records or account details. 

Intruders—often referred to as attackers, 

crackers, or hackers—are generally not 

concerned with the identity of the system 

owner. Their primary objective is to obtain 

control over the compromised system and 

use it as a launchpad for attacks on other 

targets. Frequently, attackers focus on 

high-value systems, such as governmental 

or financial infrastructures, in order to 

conceal their true identity and location 

while facilitating further malicious 

activity[2]. 

 

Maintaining the confidentiality of tasks 

performed on a computer is equally 

important, whether users are managing 

documents or operating applications. Users 

must also ensure that stored information 

remains accurate and accessible. The 

potential for intentional misuse of a 

computer system by online intruders can 

lead to serious security breaches [3]. 

Additionally, even offline systems face 

risks such as hardware failures, theft, and 

power outages. While such incidents may 

be unpredictable, several preventive 

measures can mitigate the likelihood of 

both intentional and accidental threats. 

Before exploring methods to protect a 

computer system or home network, it is 

essential to understand the types of threats 

that commonly arise.[4] 

 

Table 1 categorizes the common types of 

network-based attacks. Intrusions may 

occur when attackers gain access to a 

system through the Internet, a local 

network, the operating system of a 

compromised machine, or vulnerabilities 

in third-party applications. Such attackers 

may attempt to block legitimate users from 

accessing resources, exploit system 

privileges, or abuse security mechanisms 

for malicious gain [5,6,7, 8]. 

 

Table 1.1: Attack Kinds with 

Description [6] 

 

Attacks 

Category 

Description TCP/IP Layer 

DoS Denial-of-

service 

(fake 

address 

generate) 

Application Layer 

DoS Denial-of-

service 

(fake 

address 

generate) 

Transport Layer 

U2R Unauthorize

d  

admittance  

to  local 

super 

user (root) 

privileges 

Application Layer 

R2L Unauthorize

d 

admittance 

from a 

remote 

machine 

Application Layer 

R2L Unauthorize

d 

admittance 

from a 

remote 

machine 

Transport Layer 

Probe Surveillance 

and other 

probing 

Application Layer 
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Probe Surveillance 

and other 

probing 

Transport Layer 

 

The design of IDSs generally follows two 

overarching approaches aimed at 

protecting networks from malicious 

activities [9]: 

1.The proactive security-centric approach, 

which relies on extensive use of 

encryption mechanisms and authorization 

techniques to construct a highly secure 

network environment. However, in 

practical scenarios, achieving a completely 

secure system is infeasible because 

different users and applications introduce 

varying levels of vulnerability across 

diverse operational contexts[10]. 

2.The reactive IDS-based approach, which 

is employed when the proactive strategy 

proves insufficient or impractical. Rather 

than attempting to eliminate all 

vulnerabilities in advance, this approach 

focuses on detecting and responding to 

malicious activities as they occur. 

In this approach, attacks are monitored in 

real time, and appropriate countermeasures 

must be executed immediately upon 

detection[11]. 

 

2 LITREATURE SURVEY 

As internet usage continues to expand, the 

frequency, diversity, and sophistication of 

cyberattacks have increased exponentially. 

IDSs (IDSs) have thus become a critical 

component of cybersecurity infrastructures. 

Their primary function is to differentiate 

malicious activities from legitimate 

network traffic and assist systems in 

identifying, analyzing, and responding to 

attacks. This chapter provides a 

comprehensive review of existing research 

in intrusion detection, including dominant 

detection techniques, clustering methods, 

classification approaches, and feature-

selection strategies[12]. 

 

A variety of studies emphasize the need 

for hybrid methodologies that integrate 

clustering with classification to improve 

IDS performance, particularly when 

addressing challenges associated with 

imbalanced datasets and high-dimensional 

feature spaces. The chapter concludes with 

an analysis of the strengths and limitations 

of various IDS approaches. Li’s study 

introduced a wrapper-based feature-

selection technique named Modified 

Random Mutation Hill Climbing (RMHC) 

using SVM as the evaluation classifier. 

Their modified approach improved 

feature-selection speed by nearly 50% 

without compromising performance; 

however, classification accuracy 

comparisons were not provided[13]. 

 

The authors enhanced an existing 

AUCBoost algorithm by incorporating 

class-imbalance considerations, resulting 

in AUCBoostFS. The method 

outperformed AdaBoostFS across all 

attack categories, though broader 

benchmarking on public datasets would 

further validate its generalizability. Li 

proposed a wrapper-based Gradually 

Feature Removal (GFR) method utilizing 

SVM to reduce KDD99 features from 41 

to 19, and further down to 10 using hybrid 

and filter methods. Although GFR 

provided the highest accuracy, it required 

the longest training time. Even with a 0.05% 

accuracy reduction, GFR improved 

classification speed by 41%[14]. 

 

This work introduced a wrapper-based 

differential-evolution feature-selection 

technique paired with the Extreme 

Learning Machine (ELM). Using the NSL-
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KDD dataset, the model obtained 80.15% 

accuracy with only nine features, 

outperforming ANN and SVM baselines. 

The authors applied ranking-based 

methods (Information Gain, Correlation, 

Relief, and Symmetrical Uncertainty) to a 

C4.5 classifier. Their results showed that 

C4.5 with Information Gain achieved the 

highest accuracy (99.68%) using 17 

features[15]. 

 

Using a GA-based wrapper with Logistic 

Regression, the authors produced an 

optimal feature subset for KDD99 and 

UNSW-NB15. With only 18 features, they 

achieved 99.90% accuracy and 

exceptionally low FAR (0.105%). A four-

branch ensemble model combining J48, 

C5.0, Naïve Bayes, and PART was 

evaluated on NSL-KDD. Applying KNN 

post-classification improved tie-breaking 

accuracy, demonstrating that ensemble 

approaches enhance detection precision. 

The authors developed an Emerging 

Neutrosophic Logic Classifier (ENLCRID) 

enhanced through an Improvised Genetic 

Algorithm (IGA). Working with seven 

features chosen via Best First Search, the 

model achieved 99.02% detection rate 

with 3.19% FAR[16]. 

 

A three-phase model utilizing K-Means 

clustering, Naïve Bayes ranking, Kruskal–

Wallis testing, and C4.5 classification was 

introduced. Using only 13 selected 

features, the system demonstrated strong 

intrusion detection performance. A 

Random Effects Logistic Regression 

(RELR) model incorporating uncertainty 

factors was presented. With only five 

selected features, the approach achieved 

98.74% accuracy. By applying SVM, 

MARS, and Linear Genetic Programming, 

the authors reduced KDD99 from 41 

attributes to 6 and improved classification 

performance by 1%[17]. 

 

3 METHODOLOGY 

Adversarial attacks are deliberate 

perturbations crafted to mislead machine 

learning (ML) models, causing them to 

generate incorrect predictions or 

classifications. Mitigating these threats 

requires the integration of security 

mechanisms at every stage of the ML 

lifecycle. A comprehensive security 

assessment must therefore evaluate ML 

models against both evasion and poisoning 

attacks. Secure machine learning—an 

emerging subfield of ML—focuses on 

embedding defensive strategies throughout 

the lifecycle to safeguard models and 

training data from adversarial 

manipulation. 

 

As outlined in the preceding chapter, 

existing defense mechanisms typically 

target only specific categories of 

adversarial attacks or protect isolated 

phases of the ML pipeline. No single 

defensive technique currently offers 

comprehensive protection across the 

diverse spectrum of adversarial strategies. 

Consequently, there is a need for an 

attack-agnostic defense approach capable 

of securing the entire ML lifecycle. 

 

In this research, a state-of-the-art secure 

ML–driven, attack-agnostic Hybrid 

Adversarial Defense (HyAD) framework 

is introduced for IDSs (IDS). The principal 

aim of HyAD is to overcome adversarial-

example vulnerabilities within the 

cybersecurity domain and to enhance the 

robustness and resilience of IDS models. 

The HyAD architecture is grounded in the 

principles of the secure ML lifecycle, 

ensuring end-to-end protection. The 
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framework is evaluated under a gray-box 

threat model during both training and 

testing phases. Its effectiveness is 

measured using additional robustness 

metrics, including adversarial accuracy 

and evasion rate, to assess performance 

under evasion-based attacks. 

 
Figure 3.1: Machine learning lifecycle vs 

secure Machine Learning lifecycle 

 

3.1 SECURE MACHINE LEARNING 

LIFECYCLE 

The lifecycle of a machine learning (ML) 

model typically comprises data collection 

and preprocessing, feature selection, 

model training, performance evaluation, 

and deployment. Securing each of these 

stages is essential to reducing exposure to 

adversarial threats. Data poisoning attacks 

generally compromise the pre-training and 

training stages, while evasion attacks 

primarily target the inference or testing 

phase of the ML pipeline. Consequently, 

protecting ML-based systems throughout 

their entire lifecycle is imperative. 

 

The proposed framework adopts the secure 

ML lifecycle paradigm, which integrates 

security considerations into every phase of 

the ML process. Because adversarial 

attacks can affect both the training and 

testing stages, the framework incorporates 

multiple defensive mechanisms. During 

data preprocessing and model training, 

pre-processing–based defense and data 

filtration defense techniques are employed 

to safeguard the training data and learning 

processes against poisoning-based 

manipulations. Furthermore, an adversarial 

training defense is embedded within the 

model training stage, wherein adversarial 

samples are deliberately injected into the 

training data to strengthen the model’s 

resilience against evasion attempts during 

testing and deployment. The robustness of 

the adversarially trained model is 

subsequently assessed using additional 

evaluation metrics—adversarial accuracy 

and evasion rate—which quantify the 

model’s effectiveness and resilience under 

adversarial threat conditions[18,19]. 

 

3.2 HYBRID ADVERSARIAL 

DEFENSE (HYAD) FRAMEWORK 

The Hybrid Adversarial Defense (HyAD) 

framework is designed to strengthen ML 

models against adversarial attacks during 

both training and inference by integrating 

multiple complementary defense strategies. 

The framework comprises three layers of 

adversarial defenses. 

 

The first layer is a pre-processing defense, 

for which a robust feature selection 

technique, termed PerturbSense, is 

introduced. PerturbSense fuses feature 

perturbation sensitivity with feature 

importance to identify features that are 

inherently robust against manipulation, 

thereby providing a proactive defense 

mechanism within the HyAD architecture. 

 

The second layer functions as a data 

sanitization defense and is implemented 
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using an unsupervised anomaly detection 

method—Isolation Forest. This defensive 

layer aims to detect and filter adversarially 

manipulated inputs prior to training, 

mitigating the influence of data poisoning 

attacks and preserving data integrity. 

 

The third layer introduces a proactive 

adversarial training defense to enhance 

robustness against evasion attacks. For this 

purpose, an adversarial example 

generation method, CoS-GAN, is 

proposed. CoS-GAN is a Generative 

Adversarial Network enhanced with a 

cosine similarity loss function that 

facilitates the creation of high-quality 

adversarial examples. These synthesized 

examples are used during training to 

fortify the model against evasion attempts 

during deployment. 

 

The overall architecture of HyAD is 

depicted in Figure 3.1. Each layer 

contributes distinct and complementary 

defenses: PerturbSense reduces the attack 

surface by selecting adversarially resilient 

features; the Isolation Forest–based data 

sanitization layer filters adversarial 

samples to counter poisoning attempts; and 

the CoS-GAN–based adversarial training 

mechanism improves the model’s ability to 

withstand evasion attacks. Collectively, 

these layers form a comprehensive, multi-

stage defense strategy that protects ML 

models across their entire lifecycle, 

establishing HyAD as a robust and attack-

agnostic defense framework. 

NSL-KDD Dataset 

The KDD Cup dataset received 

considerable criticism for its extensive 

number of redundant and duplicate 

instances, which skewed model evaluation 

results by enabling learning biases and 

inflating accuracy. 

 

The NSL-KDD dataset addresses these 

issues through several enhancements: 

• Comprehensive attack taxonomy: 

The dataset includes a broad set of 

cyber-attacks grouped into four 

primary categories—Denial of 

Service (DoS), Probe, Remote-to-

Local (R2L), and User-to-Root 

(U2R). 

• Benchmark consistency: Its 

widespread adoption allows 

consistent comparison across 

multiple research studies. 

 

Table 3.1: Feature description of NSL-

KDD dataset 

Feature 

Number 

Feature 

Name 

Descripti

on 

Feature 

Class 

 Basic Features 

1. Duration Connecti

on 

Duration 

Continuou

s 

2. Protocol_

type 

Network 

Protocol 

Type 

Discrete 

3. Service Destinati

on 

Network 

Applicati

on 

Discrete 

4. Flag Connecti

on Status 

Discrete 

5. Src_bytes Bytes 

Sent 

Continuou

s 

6. Dst_bytes Bytes 

Received 

Continuou

s 

7. Land Indicator 

for Same 

Host/Port 

Connecti

on (1 = 

Yes) 

Discrete 
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8. Wrong_fr

agment 

Count of 

Malforme

d/Wrong 

Fragment

s 

Continuou

s 

9. Urgent Urgent 

Packet 

Count 

Continuou

s 

 Content Features 

10. Hot – 

Count of 

“hot” 

indicators 

Hot – 

Count of 

“hot” 

indicators 

Continuou

s 

11. Num_fail

ed_logins 

– Number 

of failed 

login 

attempts 

Num_fail

ed_logins 

– Number 

of failed 

login 

attempts 

Continuou

s 

12. Logged_i

n – 

Indicator 

of 

successfu

l login (1 

= logged 

in) 

Logged_i

n – 

Indicator 

of 

successfu

l login (1 

= logged 

in) 

Discrete 

13. Num_co

mpromise

d – 

Number 

of 

comprom

ised 

condition

s detected 

Num_co

mpromise

d – 

Number 

of 

comprom

ised 

condition

s detected 

Continuou

s 

14. Root_shel

l – 

Indicator 

that a root 

shell was 

obtained 

(1 = yes) 

Root_shel

l – 

Indicator 

that a root 

shell was 

obtained 

(1 = yes) 

Discrete 

15. Su_attem

pted – 

Indicator 

that the 

su_root 

command 

was 

attempted 

(1 = yes) 

Su_attem

pted – 

Indicator 

that the 

su_root 

command 

was 

attempted 

(1 = yes) 

Discrete 

16. Num_roo

t – 

Number 

of root-

level 

accesses 

Num_roo

t – 

Number 

of root-

level 

accesses 

Continuou

s 

17. Num_file

_creation

s – 

Number 

of file-

creation 

operation

s 

Num_file

_creation

s – 

Number 

of file-

creation 

operation

s 

Continuou

s 

18. Num_she

lls – 

Number 

of shell 

prompts 

invoked 

Num_she

lls – 

Number 

of shell 

prompts 

invoked 

Continuou

s 

19. Num_acc

ess_files 

– Number 

of 

operation

s on 

access-

control 

files 

Num_acc

ess_files 

– Number 

of 

operation

s on 

access-

control 

files 

Continuou

s 

20. Num_out

bound_c

mds – 

Number 

of 

Num_out

bound_c

mds – 

Number 

of 

Continuou

s 
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outbound 

command

s in an 

FTP 

session 

outbound 

command

s in an 

FTP 

session 

21. Is_host_l

ogin – 

Indicator 

of “host” 

login (1 = 

yes) 

Is_host_l

ogin – 

Indicator 

of “host” 

login (1 = 

yes) 

Discrete 

22. Is_guest_

login – 

Indicator 

of “guest” 

login (1 = 

yes 

Is_guest_

login – 

Indicator 

of “guest” 

login (1 = 

yes 

Discrete 

 Traffic 

Features 

  

23. Count Connecti

on count 

to the 

same host 

Continuou

s 

 

 

Evaluation Metrics 

Rigorous evaluation metrics are essential 

for assessing IDS performance. In binary 

classification for intrusion detection, 

“positive” denotes attack traffic and 

“negative” denotes benign traffic. 

Metrics include[20]: 

Accuracy 

Measures the proportion of correctly 

classified benign and attack samples. 

Recall (Detection Rate) 

Proportion of actual attack samples 

correctly classified: 

Recall=
TP

TP+FN
 

 

A high recall is essential to minimize 

undetected intrusions. 

Precision 

Measures the reliability of attack 

predictions: 

Precision=
TP

TP+FP
 

 

F1-Score 

Harmonic mean of precision and recall: 

F1=2⋅
PR⋅RR

PR+RR
(3.15) 

 

 

4 EXPEREIMENT & RESULTS: 

The ranking based solely on perturbation 

sensitivity (Rank1) is generated by sorting 

features from the lowest to the highest f-

PSI values. The urgent feature exhibits the 

lowest susceptibility to adversarial 

perturbation and thus receives the highest 

robustness rank, whereas srv_count shows 

the highest sensitivity and is assigned the 

lowest f-PSI rank. 

 

Rank2 is computed by ordering features 

according to their importance scores from 

highest to lowest. Among all features, 

dst_host_serror_rate demonstrates the 

greatest contribution to model decisions 

and therefore attains the highest feature-

importance rank, while dst_host_srv_count 

is ranked lowest due to minimal 

contribution. 

The final aggregated ranking is derived by 

combining Rank1 and Rank2 using the 

weighted ranking mechanism defined in 

the PerturbSense methodology. Feature-

wise comparisons  are visualized in 

Figures 4.1 and 4.2, and a combined 

comparative analysis is presented in Figure 

4.3. 
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Table 4.1: Continuous Feature 

Importance and f-PSI Metrics in NSL-

KDD Dataset 

eatur

e 

Num

ber 

Feature 

Name 

f-PSI Impor

tance 

Ra

nk

1 

Ra

nk

2 

Ra

nk 

1 Duration 0.911

9 

0.618

8 

27 7 16 

5 src_bytes 0.895

0 

0.537

8 

15 14 13 

 dst_bytes 0.907

2 

0.538

8 

22 13 17 

8 wrong_frag

ment 

0.895

8 

0.751

8 

16 3 6 

9 Urgent 0.000

0 

0.537

8 

1 15 5 

10 Hot 0.911

4 

0.482

8 

25 25 28 

11 num_failed

_logins 

0.923

1 

0.519

3 

29 22 29 

13 num_compr

omised 

0.726

0 

0.534

3 

7 19 12 

16 num_root 0.940

3 

0.535

4 

30 18 25 

17 num_file_cr

eations 

0.987

3 

0.520

5 

31 21 30 

18 num_shells 0.454

3 

0.529

7 

3 20 9 

19 num_access

_files 

0.903

4 

0.537

4 

19 16 18 

20 num_outbo

und_cmds 

0.911

9 

0.539

5 

26 12 22 

23 Count 0.912

0 

0.593

8 

28 9 20 

24 srv_count 1.000

0 

0.675

9 

32 5 19 

25 serror_rate 0.910

1 

0.210

0 

23 30 31 

26 srv_serror_r

ate 

0.900

4 

0.010

6 

18 31 27 

27 rerror_rate 0.857

0 

0.688

7 

11 4 3 

28 srv_rerror_r

ate 

0.827

6 

0.620

5 

10 6 4 

29 same_srv_r

ate 

0.894

6 

0.577

4 

14 10 10 

30 diff_srv_rat

e 

0.797

0 

0.429

2 

9 28 21 

Feature 38 (dst_host_serror_rate) does not 

exhibit strong robustness against 

adversarial perturbations; however, it 

provides substantial contribution to the 

model’s decision-making process. 

Conversely, Feature 33 

(dst_host_srv_count) demonstrates high 

sensitivity to even minimal perturbations 

and offers minimal influence in the 

classification process. 

Figure 4.1: Importance of Various 

Continuous Features in NSL-KDD 

 

45.7% adversarial accuracy under PGD 

when trained solely on continuous features. 

The clean accuracy of 96.6% was adopted 

as the selection threshold for identifying 

robust and influential features from the full 

feature set F. The model satisfied this 

threshold using 14 continuous features, 

resulting in the following selected feature 

subset: 
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Figure 4.2: f-PSI score of various 

continuous features of NSL-KDD 

Figure 4.3: Feature Importance and f-

PSI: A Comparative Study 

 

96.8% accuracy using the features, along 

with substantially improved adversarial 

robustness—72.3% adversarial accuracy 

under FGSM and 62.5% adversarial 

accuracy under PGD. 

 

Data Sanitizer 

A significantly degrade the integrity and 

reliability of ML models. A robust IDS 

must therefore remain effective even when 

adversaries attempt to influence its training 

distribution. 

To counter these threats, the data 

sanitizer in the HyAD-F applies anomaly 

detection to identify and eliminate 

adversarially manipulated samples before 

model training. In this work, Isolation 

Forest, an unsupervised anomaly detection 

algorithm, is employed to implement this 

second-layer defensive mechanism. 

The sanitization process is performed in 

two stages: 

1. Training Phase 

A clean dataset—assumed to be 

free of poisoned instances—is used 

to train the Isolation Forest model. 

This step enables the algorithm to 

learn the normal patterns and 

distributions of benign and attack 

traffic. 

2. Detection Phase 

The trained Isolation Forest is then 

applied to the training dataset 

potentially contaminated with 

poisoned samples. Samples with 

high anomaly scores are flagged as 

adversarial and removed, 

producing a sanitized dataset 

suitable for secure and robust ML 

model training. 

 

Table 4.2: Performance Assessment of 

ML models over clean datasets 

Cl

ass 

Models Ac

c(

%) 

P (%) R(%) F1(%) 

 LR 98.

8 

97.2 96.8 96.2 

Be

nig

n 

Gradien

t 

Boostin

g 

Classifi

99.

4 

98.0 98.7 97.9 
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er 

 MLP 98.

8 

98.9 99.0 99.0 

 Logistic 

Regress

ion 

95.

5 

95.8 96.1 95.0 

Att

ac

k 

GBClas

sifier 

97.

2 

98.6 97.2 98.3 

 Multi-

Layer 

Perceptr

on 

98.

9 

98.9 98.6 97.7 

 

Table 4.3: Evaluating ML Models over 

a 30% Poisoned Dataset 

Clas

s 

Models Acc(

%) 

P 

(%) 

R(

%) 

F1(

%) 

 LR 94.8 66.4 95.5 78.1 

Beni

gn 

Gradient 

Boosting 

Classifier 

98.7 56.2 98.7 71.8 

 MLP 80.6 85.3 81.3 83.2 

 Logistic 

Regression 

40.9 90.2 40.7 56.9 

Atta

ck 

GBClassifie

r 

10.6 88.1 10.9 18.8 

 Multi-Layer 

Perceptron 

95.7 78.8 84.7 81.6 

 

        Table 4.3: ML Model Performance 

Assessment Using 30% Poisoned Data 

Class Models Acc(

%) 

P 

(%) 

R(

%) 

F1(

%) 

 LR 93.2 92.1 92.0 95.9 

Benig

n 

GradientBo

osting 

Classifier 

98.8 98.3 98.6 98.4 

 MLP 97.8 97.3 97.8 97.5 

 Logistic 

Regression 

96.5 94.8 97.1 95.7 

Attac

k 

GBClassifie

r 

98.9 98.4 98.8 98.6 

 Multi-Layer 

Perceptron 

96.8 98.1 97.2 97.5 

 

The performance evaluation of the 

machine learning classifiers after applying 

data sanitization using the proposed 

Isolation Forest–based anomaly detection 

method is summarized in Table 4.3. The 

assessment is conducted using standard 

performance metrics—accuracy, precision, 

recall, and F1-score—computed on the 

sanitized training dataset. These results 

reflect the effectiveness of the data 

sanitization process in restoring model 

integrity and improving classification 

reliability in the presence of poisoning 

attempts. 

 

5 CONCLUSION: 

The Data Sanitizer, implemented using the 

Isolation Forest algorithm, demonstrated 

strong effectiveness with detection rates of 

93% for FGSM-based adversarial samples 

and 91% for PGD-based samples. These 

results highlight the combined efficacy of 

PerturbSense and the Data Sanitizer in 

reinforcing the security of the machine 

learning lifecycle and reducing the impact 

of adversarial poisoning on model training. 
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