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Abstract 

A proved, adaptable, and economical delivery 

model, cloud computing enables the provision of 

enterprise or consumer IT services via the Internet. 

Nevertheless, cloud computing introduces an 

additional degree of vulnerability due to the 

frequent delegation of critical services to external 

entities. This practice complicates the task of 

ensuring data security and privacy, ensuring the 

availability of data and services, and substantiating 

compliance. Cloud Computing utilizes numerous 

technologies (SOA, virtualization, Web 2.0); 

consequently, it inherits their security concerns, 

which are examined in this article. Our objective is 

to identify and correlate potential solutions to the 

most significant threats and vulnerabilities 

discovered in the literature pertaining to Cloud 

Computing and its environment. 

Keywords: Cloud Computing, Security Issues, 

Cyber security, Data Privacy. 

Introduction 

Cloud computing is gaining popularity in 

science and industry. Cloud computing is 

the first of the ten most important 

technologies, and its adoption by 

companies and organizations is improving, 

according to Gartner [1]. 

Cloud computing provides simple, 

wherever, and anytime network connection 

to customizable computer resources 

including servers, storage, apps, and 

services. Service providers and 

management may easily provide and 

cancel these resources. 

Cloud computing is a distribution 

architecture and computational paradigm 

that provides safe, efficient, and easy 

computing and data storage. This context 

treats all computer resources as Internet-

delivered services [2,3]. Improved 

cooperation, agility, scalability, 

availability, demand adaptability, 

expedited development work, and cost 

savings via effective and optimal 

computing are all advantages of the cloud 

[4–7]. 

Cloud computing combines SOA, Web 

2.0, virtualization, and more. It provides 

web-based business applications via web 

browsers. Software and data are stored on 

servers to meet user computing needs [5]. 

Cloud computing is a marketing phrase for 

technological advancements and services 

[6]. In this way, cloud computing matures 

these technologies. Cloud Computing has 

many benefits, but it faces several barriers 

to adoption. Compliance, privacy, and 

legal difficulties are major adoption 

barriers, followed by security [8]. The 

novelty of Cloud Computing raises 

questions about the possibility of 

establishing security measures across all 

tiers (e.g., network, host, application, and 

data) and migrating application security to 

Cloud Computing [9]. Information 

executives have consistently cited cloud 

computing security as their top issue due 

to uncertainty [10]. 

Vulnerabilities include external data 

storage, "public" internet use, lack of 

control, multi-tenancy, and internal 
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security integration. The cloud's wide 

breadth and completely dispersed, 

heterogeneous, and virtualized resources 

set it apart from traditional technology. 

Traditional cloud security measures 

including identity verification, 

authentication, and permission are 

insufficient [11]. Most cloud computing 

security policies are similar to those in 

traditional IT settings. Cloud computing 

may bring different risks than traditional 

IT solutions owing to its operational 

structures, cloud service models, and 

supporting technologies. Unfortunately, 

security often makes these solutions more 

inflexible [4]. 

Organizations growing outside their data 

center worry about migrating key apps and 

sensitive data to public cloud 

environments. To address these concerns, 

a cloud solution provider must ensure that 

clients retain the same security and privacy 

controls across their services and 

applications, provide customers with proof 

that their organizations are secure and can 

meet service-level agreements, and allow 

auditors to verify compliance [12]. 

The SPI model (SaaS, PaaS, and IaaS) is 

used to classify Cloud Computing security 

threats in this article. We highlight the 

main system flaws and highest-level 

dangers in Cloud Computing and its 

surrounds literature. A threat is a potential 

attack that might misuse resources or 

information, whereas a vulnerability is a 

system flaw that allows an attack. Some 

polls focus on a specific service type, 

while others discuss cloud security risks 

without distinguishing vulnerabilities and 

attacks. This paper lists vulnerabilities, 

threats, and cloud service models that may 

be affected. We also explain the 

relationship between these vulnerabilities 

and threats, explain how these 

vulnerabilities can be used to launch an 

attack, and suggest countermeasures to fix 

or improve the identified issues. 

Systematic Review of Security Issues for 

Cloud Computing 

A systematic review [13-15] was 

conducted to examine the extant literature 

on security in Cloud Computing. The 

primary objectives of this review were to 

identify and analyze the prevailing security 

issues and threats pertaining to Cloud 

Computing, as well as to provide a 

comprehensive summary of the current 

state of security in this domain. 

Selection of Sources 

The authors of this work determined the 

selection criteria for study sources based 

on their research experience. Certain 

constraints were taken into account during 

the source selection process: studies 

included in the sources had to be written in 

English and were accessible via the 

internet. The sources that were taken into 

consideration include ScienceDirect, the 

ACM digital library, the IEEE digital 

library, Scholar Google, and DBLP. 

Subsequently, the outcomes shall be 

refined by the specialists, who shall 

incorporate significant works that were not 

recovered from these sources and revise 

them to account for additional limitations 

including impact factor, received citations, 

prestigious journals, authors, and so forth. 

After establishing the sources, it became 

imperative to delineate the procedure and 

the standards by which the studies were 

chosen and assessed. In this investigation, 

the criteria for inclusion and exclusion 

were determined by the research query. As 

a result, it was determined that the 

research must encompass subjects and 

issues that pertain to the security of cloud 
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computing, as well as provide descriptions 

of potential threats, vulnerabilities, 

countermeasures, and risks. 

Review Execution 

During this stage, it is necessary to 

conduct a search in the specified sources 

and assess the acquired studies based on 

the predetermined criteria. We obtained 

approximately 120 results after executing 

the search chain on the chosen sources; 

these results were then filtered using the 

inclusion criteria to yield forty studies that 

met the criteria for relevance. Once more, 

the exclusion criteria were applied to this 

set of pertinent studies, resulting in a 

subset of studies that aligns with fifteen 

primary proposals [4, 6, 10, 16-27]. 

Results and Discussion 

The findings of the systematic review are 

succinctly presented in Table 1, which 

provides an overview of the concepts and 

subjects that were examined for each 

methodology. 

As shown in Table 1, the majority of the 

discussed approaches identify, categorize, 

assess, and enumerate a variety of Cloud 

Computing-specific vulnerabilities and 

hazards. The studies conduct an analysis of 

risks and threats, frequently providing 

recommendations on how to prevent or 

mitigate them. As a consequence, there is a 

direct correlation between vulnerabilities 

or threats and potential solutions and 

mechanisms to address them. Furthermore, 

our investigation reveals that numerous 

approaches address not only threats and 

vulnerabilities but also other security-

related concerns such as trust, data 

security, and security recommendations 

and mechanisms for addressing any of the 

challenges encountered in cloud 

environments. 

Security in the SPI Model 

Three kinds of services are offered by the 

cloud model [21,28,29]:SaaS refers to 

software as a service. The consumer is 

granted the ability to utilize the 

applications developed by the provider, 

which are operating on a cloud 

infrastructure. The applications are 

accessible via a thin client interface (e.g., 

web browser for web-based email) from a 

variety of client devices. 

As a Service Platform (PaaS). The user is 

granted the ability to deploy their own 

applications onto the cloud infrastructure 

without the need to install any platforms or 

tools on their local devices. PaaS denotes 

the provision of resources at the platform 

layer, such as software development 

frameworks and operating system support, 

which are utilized in the construction of 

higher-level services. 

SaaS places the responsibility for security 

squarely on the cloud provider. This is 

partially attributable to the SaaS model's 

high degree of integrated functionality and 

minimal customer control or extensibility 

requirements, which is a result of the 

degree of abstraction. In contrast, the PaaS 

model provides increased consumer 

control and extensibility. As a result of the 

comparatively reduced level of abstraction, 

IaaS affords customers or tenants 

enhanced authority over security in 

comparison to PaaS and SaaS [10]. 

Prior to examining security challenges in 

cloud computing, it is imperative to 

comprehend the interconnections and 

reliances that exist among these models of 

cloud services [4]. Since both PaaS and 

SaaS are hosted on top of IaaS, any 

security incident in IaaS will affect the 

security of those services. However, the 

inverse may also hold true. Nonetheless, it 

is crucial to consider that PaaS provides a 
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foundation for developing and deploying 

SaaS applications, thereby augmenting the 

security interdependence among them. 

Due to the profound interdependencies 

present, any assault targeting a cloud 

service tier has the potential to 

compromise the higher layers.  While 

every cloud service model has its own set 

of inherent security vulnerabilities, there 

are also certain challenges that are 

universally applicable to all of them. The 

interdependencies and associations among 

cloud models could potentially give rise to 

security vulnerabilities as well. A 

development environment may be rented 

by a SaaS provider from a PaaS provider, 

which in turn may rent an infrastructure 

from an IaaS provider. Due to the fact that 

individual service providers are tasked 

with securing their own offerings, the 

combination of security models may be 

inconsistent. It also complicates the 

determination of which service provider is 

liable in the event of an attack. 

Application Security 

Typically, these applications are 

distributed via the Web via a web browser 

[12,22]. Nevertheless, weaknesses present 

in web applications could give rise to 

susceptibilities for SaaS applications. 

Cybercriminals have been exploiting the 

internet to compromise the devices of 

users and carry out malicious tasks, 

including the theft of sensitive data [31]. 

SaaS applications face the same security 

challenges as any other web application 

technology; however, conventional 

security solutions are insufficient to defend 

them from assaults, necessitating the 

development of novel approaches [21]. 

The ten most critical hazards to the 

security of web applications have been 

identified by the Open Web Application 

Security Project (OWASP) [32]. While 

there remain further security concerns, this 

constitutes a commendable initial effort 

towards fortifying web applications. 

Multi-Tenancy 

Maturity models for SaaS applications are 

established on the basis of the subsequent 

attributes: scalability, metadata 

configurability, and multi-tenancy [30,33]. 

In the initial maturity model, every client 

is provided with an individualized instance 

of the software. Although this model does 

have some limitations, security concerns 

are not as severe as those of other models. 

In the second model, while the vendor 

does offer unique application instances to 

each client, the application code remains 

consistent across all instances. Customers 

can modify certain configuration options 

in this model to suit their requirements. 

Multitenancy is incorporated into the third 

maturation paradigm so that a solitary 

instance can cater to all clients [34]. 

Although this method increases resource 

utilization efficiency, its scalability is 

restricted. Due to the likelihood that data 

from multiple tenants will be stored in the 

same database, there is a significant risk of 

data leakage between these tenants. 

Security policies are essential for the 

purpose of segregating customer data from 

that of other consumers [35]. In order to 

increase the scalability of applications for 

the final model, they may be relocated to a 

more potent server if necessary. 

Data Security 

Data security is an issue that affects all 

technologies, but it presents a significant 

obstacle for SaaS users who depend on 

their providers to ensure adequate 

protection [12,21,36]. Frequently, 

organizational data is processed and stored 

in the cloud in raw text within SaaS.  It is 
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the responsibility of the SaaS provider to 

ensure the security of the data during 

processing and storage [30]. Furthermore, 

while data storage is an essential 

component for facilitating recovery in the 

event of a catastrophe, it also presents 

security risks [21]. Additionally, cloud 

service providers may subcontract backup 

and other services to third-party service 

providers, which may cause concern. 

Furthermore, in the realm of cloud 

computing, compliance with regulations is 

not anticipated by the majority of 

compliance standards [12]. Compliance in 

the SaaS industry is a complex process due 

to the fact that data is stored in the 

datacenters of the provider. This may give 

rise to regulatory compliance concerns, 

including but not limited to data privacy, 

segregation, and security, which the 

provider is obligated to enforce. 

Platform as a Service (PAAS) Security 

Issues 

PAAS enables the installation of cloud-

based applications without incurring the 

expenses associated with procuring and 

managing the underlying software and 

hardware layers [21]. Similar to SAAS and 

IAAS, PAAS requires a dependable and 

secure web browser and network. Security 

of customer applications deployed on a 

PAAS platform comprises two software 

layers: security of the runtime engine of 

the PAAS platform and security of the 

customer applications themselves [10]. It 

is the responsibility of PAAS providers to 

ensure the security of the platform 

software architecture, which comprises the 

runtime engine utilized to execute 

customer applications. In the same way 

that SAAS introduces data security 

concerns and additional obstacles, PAAS 

presents the following: 

Third-Party Relationships 

In addition to conventional programming 

languages, PAAS also provides 

components of third-party web services, 

including mashups [10,38]. Mashups 

integrate multiple source components into 

a unified entity. Consequently, PAAS 

models also acquire security concerns 

associated with mashups, including those 

pertaining to data and networks [39]. 

Additionally, PAAS consumers must rely 

on third-party services and web-hosted 

development tools for security. 

Development Life Cycle 

From an application development 

standpoint, the construction of secure 

applications that may be hosted in the 

cloud presents a formidable challenge. The 

rate of application evolution in the cloud 

will have an impact on both the security 

and System Development Life Cycle 

(SDLC) [12,24]. In light of the fact that 

PaaS applications should be routinely 

upgraded, it is the responsibility of 

developers to ensure that their application 

development processes are adaptable [19]. 

Nevertheless, it is crucial for developers to 

comprehend that tampering with PaaS 

components could potentially undermine 

the security of their applications. In 

addition to understanding secure 

development techniques, developers must 

also be informed about data law in order to 

prevent data from being stored in 

inappropriate locations. Data may be 

stored in various locations governed by 

distinct legal systems, which may 

compromise its security and privacy. 

Infrastructure as a Service (IAAS) 

Security Issues 

IAAS offers a repository of computational 

resources, including storage, networks, 

servers, and storage, in the form of 
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virtualized systems that can be accessed 

via the Internet [24]. Users are granted 

complete authority and administration over 

the resources allocated to them in order to 

execute any software [18]. IAAS grants 

cloud users enhanced security control in 

comparison to alternative models, 

provided that the virtual machine monitor 

remains devoid of any security 

vulnerabilities [21]. They have authority 

over the software that operates within their 

virtual machines and are tasked with the 

accurate configuration of security policies 

[41]. The compute, network, and storage 

infrastructure, nevertheless, are under the 

control of cloud service providers. IaaS 

providers are obligated to implement 

robust security measures for their systems 

to mitigate the risks associated with 

creation, communication, monitoring, 

modification, and mobility [42]. Presented 

below are several security concerns that 

are linked to IaaS. 

Virtual Machine Monitor 

The Virtual Machine Monitor (VMM) or 

hypervisor isolates virtual machines, thus 

if it's compromised, so may its virtual 

machines. Low-level VMM software 

manages and monitors virtual machines, 

hence it has security weaknesses like any 

other program [45]. Since vulnerabilities 

are simpler to identify and correct, keeping 

the VMM simple and small minimizes 

security risks. 

Virtualization allows virtual machine 

migration between physical servers for 

fault tolerance, load balancing, and 

maintenance [16,46]. This handy feature 

might cause security issues [42,43,47]. An 

attacker may exploit the VMM migration 

module and move a victim virtual machine 

to a hostile server. Since VM migration 

exposes VM material to the network, data 

integrity and confidentiality may be 

compromised. Migrating a malicious 

virtual machine to another host (with 

another VMM) compromises it. 

The same server may host shared resource 

VMs that share CPU, memory, I/O, and 

more. Sharing resources may reduce VM 

security. A rogue VM may infer 

information about other VMs from shared 

memory or other resources without 

compromising the hypervisor [46]. Using 

covert channels, two VMs may evade all 

VMM security module restrictions [48]. 

Thus, a malicious Virtual Machine may 

monitor shared resources without its VMM 

noticing, allowing the attacker to deduce 

information about other virtual machines. 

Public VM Image Repository 

In IAAS setups, VM images are 

prepackaged software templates with VM 

configuration files. Thus, these photos are 

crucial to cloud security [46,49]. One may 

make her own VM image or utilize one 

from the provider's repository. For 

instance, Amazon provides a public 

repository for lawful users to download or 

publish VM images. malevolent people 

may store photos with malicious code in 

public repositories, compromising other 

users or the cloud [20,24,25]. An attacker 

with a legitimate account may generate a 

Trojan horse picture. This picture will 

infect another customer's virtual computer 

with concealed spyware. Additionally, VM 

replication might mistakenly disclose data 

[20]. Passwords and cryptographic keys 

may be recorded during picture creation. If 

the picture is not "cleaned," other users 

might see sensitive information. Dormant 

VM images are challenging to fix offline 

[50]. 

Virtual Machine Rollback 

In addition, in the event of an error, virtual 
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machines can be reverted back to their 

prior configurations. However, reverting to 

a previous version of virtual machines may 

re-establish access to corrected security 

flaws or re-establish previously disabled 

accounts or credentials. To facilitate 

rollbacks, a "copy" (snapshot) of the 

virtual machine must be created; this 

process may lead to the propagation of 

configuration errors and other 

susceptibilities [12,44]. 

Virtual Machine Life Cycle 

Furthermore, it is critical to comprehend 

the lifecycle of the virtual machines (VMs) 

and the manner in which their states 

evolve while traversing the environment. 

The fact that VMs may be powered on, 

off, or suspended complicates the 

detection of malware. Furthermore, virtual 

machines remain susceptible to 

vulnerabilities even when they are not 

operational [24]. For instance, a virtual 

machine could be initiated using an image 

that harbors malicious code. These 

malevolent images have the potential to 

initiate the spread of malware through the 

injection of malicious code into other 

virtual machines during their construction. 

Virtual Networks 

A result of resource aggregation, various 

tenants utilize the same network 

components. As previously stated, 

resource sharing enables adversaries to 

conduct cross-tenant assaults [20]. The 

increased interconnectivity of VMs made 

possible by virtual networks poses a 

significant security challenge for cloud 

computing [51]. Connecting each virtual 

machine to its host via dedicated physical 

channels is the most secure method. 

However, the majority of hypervisors 

connect VMs via virtual networks so that 

they can communicate more efficiently 

and directly. For example, the majority of 

virtualization platforms, including Xen, 

offer two configuration options for virtual 

networks: routed and bridged. However, 

employing these methods increases the 

vulnerability to certain attacks, such as 

spoofing and monitoring virtual networks 

[45,52]. 

Analysis of Security Issues in Cloud 

Computing 

Researching Cloud Computing security 

threats. The vulnerabilities and dangers 

that influence cloud service models are 

identified. Examining cloud 

vulnerabilities. This article briefly 

discusses cloud service model flaws and 

insecurity. Our analysis focuses on 

technology-based risks, although business 

issues may affect cloud and platform 

security. The following are weaknesses: 

Some cloud companies don't vet vendors 

or staff [16]. Data access is typically 

limitless for cloud administrators. Many 

cloud services allow anybody with a credit 

card and email to sign up. Fraudulent 

accounts help thieves get away with 

anything [16]. People are information 

security vulnerabilities without security 

education [53]. This is true in any 

business, but cloud providers, third-party 

providers, suppliers, organizational 

customers, and end-users use it more. 

Cloud ecosystems evolve via internet, 

browsers, and virtualization. A failure in 

these technologies might dramatically 

impact the cloud. 

Conclusions 

Cloud computing is innovative and 

beneficial, but security concerns may limit 

its use. Firms may go to the Cloud by 

understanding Cloud Computing 

vulnerabilities. Because Cloud Computing 

employs several technologies, it inherits 
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security risks. Some solutions for web 

applications, data hosting, and 

virtualization are immature or nonexistent. 

IaaS, PaaS, and IaaS cloud models have 

different security problems. This paper 

says Cloud Computing's biggest security 

vulnerabilities are storage, virtualization, 

and networks. Virtualization worries cloud 

users because it enables several users share 

a server. Another difficulty is that 

virtualization platforms approach security 

differently. Some assaults target virtual 

networks, especially when connecting to 

remote virtual machines. 

Some cloud security surveys ignored 

vulnerabilities and dangers. We explored 

this distinction to understand these issues. 

In addition to listing security problems, we 

linked threats and vulnerabilities to 

identify their execution shortcomings and 

strengthen the system. Some known 

therapies reduced these risks. The cloud 

architecture necessitates new security 

methodologies and revised solutions. 

Traditional security methods may fail in 

cloud environments owing to their 

complexity and mix of technology. Table 4 

presents 3 use patterns [46]. We'll 

complete them. 
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