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Abstract 

Technology for cloud computing is extensively 

employed so that data may be quickly accessible on 

the cloud and outsourced. Although the data is only 

present on one physical system, multiple members 

may share it via many virtual machines. However, 

the user has no direct physical access to the data 

that has been outsourced. Users must be able to 

safely exchange data.  

To ensure that user data is neither lost or leaked, 

authentication between the cloud service provider 

and the user is required. It's crucial to protect user 

privacy in the cloud to prevent identity disclosure. 

Only chosen material may be shared, but everyone 

on the cloud can share data as much as they want 

to.  

Data sharing may be done safely thanks to 

cryptography. User then uploads encrypted data to 

server. For various types of data, multiple 

encryption and decryption keys are created. For 

certain sets of data, multiple encryption and 

decryption keys may be required. Only the shared 

set of decryption keys allows for the decryption of 

the chosen data.  

Here, a public-key cryptosystem produces 

ciphertext that has a fixed size. so that the 

decryption keys for various ciphertexts may be sent. 

The distinction is that one may assemble a 

collection of hidden keys and reduce them to the 

size of a single key while still possessing all of the 

properties of the keys that make up the group. This 

little aggregate key may be transmitted to people 

easily or kept on a smart card with a minimal 

amount of safe storage. 

Keywords: Cloud storage, Attribute base 

encryption, Identity base encryption, Cloud 

storage, data sharing, key- aggregate encryption. 

INTRODUCTION 

The technology of cloud computing is 

rapidly advancing; data may be remotely 

kept in the cloud and users can access 

many apps with high-quality services that 

are offered to all clients. The cloud 

computing aids data management as data 

outsourcing increases. 

The end user and businesses are motivated 

to store data in the cloud by its flexible and 

cost-saving features. One security issue 

that requires attention is the insider assault. 

Whether audits are conducted for users 

who have direct physical access to the 

server must be confirmed by the cloud 

service provider. Due to the fact that cloud 

service providers keep the data of several 

users on the same server, it is possible for 

users' sensitive information to be 

compromised. The public auditing system 

of cloud computing's data storage security 

offers an auditing methodology that 

protects privacy. 

Without compromising the data user's 

anonymity, it is important to ensure data 

integrity. The user may submit and 

validate metadata on their own data to 

assure data integrity. 

The primary issue is how to communicate 

the data safely, and encryption is the 

solution. How should encrypted data be 

communicated is the key question. Due to 

the fact that the data is encrypted and the 

decryption key must be sent securely, the 

user must grant the other user access 

permissions. As an example, Alice stores 

her private information, such as her 
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photographs, on Dropbox since she prefers 

not to share it with anybody. As the 

attacker could access the material, it is not 

viable to depend on predefined privacy-

preserving mechanisms. As a result, she 

encrypted all of the images before 

uploading them using an encryption key. 

 
Fig 1 File sharing between Alice and 

Bob 

If she ever wishes to give her buddy Bob a 

few images, she can either encrypt them 

all using the same key and send them to 

him, or she may generate individual 

encrypted files and transmit them. Create 

different keys for each piece of data and 

transmit a single key for sharing to prevent 

the unintentional data from being leaked to 

Bob if a single key is produced for 

encryption. 

Key-aggregate cryptosystems (KAC) are a 

novel technique for public-key encryption. 

Through the use of a public key and the 

class Ciphertext identifier, encryption is 

performed. The ciphertext is categorized to 

create the classifications.   The master 

secret key, which is used for extracting the 

secret key, belongs to the key owner. Now 

that the aggregate key can be sent to Bob 

over email in the scenario above, the 

encrypted data may be retrieved from 

Dropbox using the aggregate key.In 

figure1, this is shown. 

LITERATURE SURVEY 

A future generation's design is envisioned 

for cloud computing. Although it has 

numerous features, there is a chance that 

an attacker may get access to the data or 

reveal the identities of users. While 

configuring a cloud, authentication is 

required for users and service providers. If 

a loud service provider or user is not at 

risk, a problem develops. If any one of 

them is hacked, the data will leak. The 

cloud should be straightforward, protecting 

user identification and privacy. 

The ability for users to utilize cloud 

storage in a flexible way is essential since 

it allows for local access to data that is 

really stored elsewhere. Examining the 

cloud-based data set is crucial. Thus, it is 

essential to permit a public audit for the 

integrity of data that has been outsourced 

via a third party auditor (TPA). TPA is 

advantageous for cloud service providers 

as well. It verifies that the data that was 

outsourced was accurate. With the least 

amount of communication and processing 

cost, TPA ought to be able to perform 

public auditability, storage accuracy, 

privacy preservation, and batch auditing. 

Many cloud users want to transfer their 

data without divulging too much personal 

information to other users. In order to 

protect the identity of the data owner, user 

anonymity must be maintained. Similar 

demonstrative markings are used by 

Provable Data Possession (PDP) to cut 

down on server and network bandwidth. 

Without accessing it, PDA makes sure that 

untrusted cloud data is original. The user's 

anonymity is protected using the security 

mediator (SEM) method. Users are 

instructed to submit all of their data to 

SEM so that, even if it will provide data 
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verification, SEM won't be able to grasp 

the data. As long as the user is logged in at 

SEM, it shouldn't know who uploaded the 

file. 

Attribute-Based Encryption (ABE) is an 

additional method for exchanging 

encrypted data. Instead of just encrypting 

individual pieces of data, it is more 

probable to encrypt the data with qualities 

that are analogous to user attributes. 

According to ABE, an attribute's 

description is taken into account to be set, 

meaning that only a certain key that 

matches the attribute may decode the 

ciphertext. If the user key and the attribute 

match, the ciphertext in question may be 

decrypted. The decryption is permitted 

when k characteristics are layered over the 

ciphertext and private key. 

By using an integrated key graph and 

managing the group keys for various users 

with various access authority, multi group 

key management achieves hierarchical 

access control. Tree structure is used in the 

centralized key management scheme to 

reduce data processing, communication, 

and storage overhead. It refreshes it and 

maintains keying-related items. Every user 

receives an integrated key graph as a 

result. 

A key component of identity-based 

cryptography is identity-based encryption 

(IBE). The user's public key includes 

specific information about the user's 

identity. The key might be a domain name 

or textual value, for example. Public key 

infrastructure deployment is carried by 

using IDE. For public key encryption, the 

user's identity is utilized as the 

identification string. Private key generator 

(PKG) is a reputable entity in IBE that 

distributes secret keys to users in 

accordance with user identities and holds 

the master secret key. To encrypt the data, 

the data owner works with the public good 

and the user's identification. Using the 

secret key, the ciphertext is decoded. 

In a system with many attribute 

authorities, several characteristics are 

examined in relation to the decryption key, 

and the user is required to get a specific 

key connected to each attribute in order to 

decode a message. Users who possess 

attribute identification are given the 

decryption keys separately, without 

communication between one another. As 

different attributes are provided by various 

authorities, multi-authority attribute-based 

encryption enables real-time deployment 

of attribute-based privileges. The attribute 

authorities guarantee the user privilege's 

honesty, allowing the central authority to 

preserve secrecy. 

KEY-AGGREGATE ENCRYPTION 

There are five polynomial-time techniques 

for key aggregate encryption. 

Setup Phase 

The setup process for an account on a 

server that is not trusted is carried out by 

the data owner. The sole security 

parameter used by the setup procedure is 

implicit. 

KeyGen Phase 

In order to produce the public or master 

key pair (pk, msk), the data owner must 

complete this step. 

Encrypt Phase 

Anyone who wishes to transmit the 

encrypted data must complete this step. 

The encryption algorithm Encrypt (pk, m, 

i) accepts as input the public parameters 

pk, a message, and i designating the 

ciphertext class. The method encrypts 

message m and generates a ciphertext C 

that can only be decrypted by a user who 

has a set of characteristics that satisfy the 

access structure. 

• Input: a message m, an index i, and a 
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public key pk 

• Ciphertext C is the output. 

Extract Phase 

The data owner uses this to provide a 

delegate authority to decode a certain 

collection of ciphertext classes. 

• Input consists of a master-secret key, mk, 

and a set S of indices that represent several 

classes. 

• The aggregate key for set S, indicated by 

kS, is outputs. 

Decrypt Phase 

The candidate with the decryption 

authority carries out this. The decryption 

method, Decrypt (kS, S, i, C), accepts as 

inputs public parameters pk, a ciphertext 

C, and i designating ciphertext classes for 

a collection S of characteristics. 

• Where index i = ciphertext class, input 

equals kS and the set S. 

• If element i of S, outputs = m 

DATA SHARING 

KAC is intended for data exchange. The 

owner of the data may securely and in any 

quantity distribute the data. The delegation 

of power may be transferred quickly and 

securely using KCA. Figure 2 illustrates 

the goal of KCA. 

 
Fig 2 Use of KAC for data sharing 

Alice initially completes the Setup before 

sharing specific info on the server. Later, 

by running KeyGen, the public/master key 

pair (pk, mk) is produced. The public key 

pk and parameter are made public, while 

the msk master key is kept a secret. 

Anybody may encrypt data, which is then 

uploaded to a server. The other users may 

access such data with the decrypting 

authority. Alice may do the aggregate key 

KS for her buddy Bob by running Extract 

(mk, S) if she wishes to share a set S of her 

data with him. kS is a constant size key, 

and sharing the key over secure email is 

possible. When Bob has the aggregate key, 

he can access and download the data. 

CONCLUSION 

Flexible data sharing is essential to cloud 

computing. Users like to share their info 

on the cloud with other users. Data 

outsourcing to a server might result in user 

privacy information being exposed to the 

public. One method that enables sharing of 

chosen material with targeted candidates is 

encryption. Sharing decryption keys in a 

safe manner is crucial. Delegation of secret 

keys for various ciphertext classes in cloud 

storage is made possible by public-key 

cryptosystems. The delegatee receives a 

secure, constant-size aggregate key. Since 

they grow quickly and have a finite 

number of classes, it is necessary to 

maintain an adequate number of ciphertext 

classes. 
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